
CVE-2015-0635
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-0635

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-26 10:59:00 UTC

Updated 2015-10-01 17:13:00 UTC

Description The Autonomic Networking Infrastructure (ANI) implementation in Cisco IOS 12.2, 12.4, 15.0, 15.2, 15.3, and 15.4 and IOS XE 3.10.xS through 3.13.xS before 3.13.1S allows remote attackers to spoof Autonomic Networking Registration Authority (ANRA) responses, and consequently bypass intended device and node access restrictions or cause a denial of service (disrupted domain access), via crafted AN messages, aka Bug ID CSCup62191.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.2(33)ird1 All All All

Operating System Cisco Ios 12.2(33)ire3 All All All

Operating System Cisco Ios 12.2(33)sxi4b All All All

Operating System Cisco Ios 12.2(44)sq1 All All All

Operating System Cisco Ios 12.2\(33\)ird1 All All All

Operating System Cisco Ios 12.2\(33\)ire3 All All All

Operating System Cisco Ios 12.2\(33\)sxi4b All All All

Operating System Cisco Ios 12.2\(44\)sq1 All All All

Operating System Cisco Ios 12.4(25e)jam1 All All All

Operating System Cisco Ios 12.4(25e)jap1m All All All

Operating System Cisco Ios 12.4(25e)jaz1 All All All

Operating System Cisco Ios 12.4\(25e\)jam1 All All All

Operating System Cisco Ios 12.4\(25e\)jap1m All All All

Operating System Cisco Ios 12.4\(25e\)jaz1 All All All

Operating System Cisco Ios 15.0(2)ed1 All All All

Operating System Cisco Ios 15.0\(2\)ed1 All All All

Operating System Cisco Ios 15.2(1)ex All All All
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Operating System Cisco Ios 15.2(1)ex All All All

Operating System Cisco Ios 15.2(2)jb1 All All All

Operating System Cisco Ios 15.2\(1\)ex All All All

Operating System Cisco Ios 15.2\(2\)jb1 All All All

Operating System Cisco Ios 15.3(2)s2 All All All

Operating System Cisco Ios 15.3(3)ja1n All All All

Operating System Cisco Ios 15.3(3)jab1 All All All

Operating System Cisco Ios 15.3(3)jn All All All

Operating System Cisco Ios 15.3(3)jnb All All All

Operating System Cisco Ios 15.3(3)s All All All

Operating System Cisco Ios 15.3(3)s1 All All All

Operating System Cisco Ios 15.3(3)s2 All All All

Operating System Cisco Ios 15.3(3)s3 All All All

Operating System Cisco Ios 15.3(3)s4 All All All

Operating System Cisco Ios 15.3(3)s5 All All All

Operating System Cisco Ios 15.3\(2\)s2 All All All

Operating System Cisco Ios 15.3\(3\)ja1n All All All

Operating System Cisco Ios 15.3\(3\)jab1 All All All

Operating System Cisco Ios 15.3\(3\)jn All All All

Operating System Cisco Ios 15.3\(3\)jnb All All All

Operating System Cisco Ios 15.3\(3\)s All All All

Operating System Cisco Ios 15.3\(3\)s1 All All All

Operating System Cisco Ios 15.3\(3\)s2 All All All

Operating System Cisco Ios 15.3\(3\)s3 All All All

Operating System Cisco Ios 15.3\(3\)s4 All All All

Operating System Cisco Ios 15.3\(3\)s5 All All All

Operating System Cisco Ios 15.4(1)s All All All

Operating System Cisco Ios 15.4(1)s1 All All All

Operating System Cisco Ios 15.4(1)s2 All All All

Operating System Cisco Ios 15.4(1)s3 All All All

Operating System Cisco Ios 15.4(2)s All All All

Operating System Cisco Ios 15.4(2)s1 All All All

Operating System Cisco Ios 15.4(2)s2 All All All

Operating System Cisco Ios 15.4(3)s All All All

Operating System Cisco Ios 15.4\(1\)s All All All

Operating System Cisco Ios 15.4\(1\)s1 All All All
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Operating System Cisco Ios 15.4\(1\)s2 All All All

Operating System Cisco Ios 15.4\(1\)s3 All All All

Operating System Cisco Ios 15.4\(2\)s All All All

Operating System Cisco Ios 15.4\(2\)s1 All All All

Operating System Cisco Ios 15.4\(2\)s2 All All All

Operating System Cisco Ios 15.4\(3\)s All All All

Operating System Cisco Ios 12.2\(33\)ird1 All All All

Operating System Cisco Ios 12.2\(33\)ire3 All All All

Operating System Cisco Ios 12.2\(33\)sxi4b All All All

Operating System Cisco Ios 12.2\(44\)sq1 All All All

Operating System Cisco Ios 12.4\(25e\)jam1 All All All

Operating System Cisco Ios 12.4\(25e\)jap1m All All All

Operating System Cisco Ios 12.4\(25e\)jaz1 All All All

Operating System Cisco Ios 15.0\(2\)ed1 All All All

Operating System Cisco Ios 15.2\(1\)ex All All All

Operating System Cisco Ios 15.2\(2\)jb1 All All All

Operating System Cisco Ios 15.3\(2\)s2 All All All

Operating System Cisco Ios 15.3\(3\)ja1n All All All

Operating System Cisco Ios 15.3\(3\)jab1 All All All

Operating System Cisco Ios 15.3\(3\)jn All All All

Operating System Cisco Ios 15.3\(3\)jnb All All All

Operating System Cisco Ios 15.3\(3\)s All All All

Operating System Cisco Ios 15.3\(3\)s1 All All All

Operating System Cisco Ios 15.3\(3\)s2 All All All

Operating System Cisco Ios 15.3\(3\)s3 All All All

Operating System Cisco Ios 15.3\(3\)s4 All All All

Operating System Cisco Ios 15.3\(3\)s5 All All All

Operating System Cisco Ios 15.4\(1\)s All All All

Operating System Cisco Ios 15.4\(1\)s1 All All All

Operating System Cisco Ios 15.4\(1\)s2 All All All

Operating System Cisco Ios 15.4\(1\)s3 All All All

Operating System Cisco Ios 15.4\(2\)s All All All

Operating System Cisco Ios 15.4\(2\)s1 All All All

Operating System Cisco Ios 15.4\(2\)s2 All All All

Operating System Cisco Ios 15.4\(3\)s All All All

Operating System Cisco Ios Xe 3.10s.0 All All All
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Operating System Cisco Ios Xe 3.10s.0 All All All

Operating System Cisco Ios Xe 3.10s.1 All All All

Operating System Cisco Ios Xe 3.10s.2 All All All

Operating System Cisco Ios Xe 3.10s.3 All All All

Operating System Cisco Ios Xe 3.10s.4 All All All

Operating System Cisco Ios Xe 3.10s.5 All All All

Operating System Cisco Ios Xe 3.11s.0 All All All

Operating System Cisco Ios Xe 3.11s.1 All All All

Operating System Cisco Ios Xe 3.11s.2 All All All

Operating System Cisco Ios Xe 3.11s.3 All All All

Operating System Cisco Ios Xe 3.12s.0 All All All

Operating System Cisco Ios Xe 3.12s.1 All All All

Operating System Cisco Ios Xe 3.12s.2 All All All

Operating System Cisco Ios Xe 3.13s.0 All All All

Operating System Cisco Ios Xe 3.10s.0 All All All

Operating System Cisco Ios Xe 3.10s.1 All All All

Operating System Cisco Ios Xe 3.10s.2 All All All

Operating System Cisco Ios Xe 3.10s.3 All All All

Operating System Cisco Ios Xe 3.10s.4 All All All

Operating System Cisco Ios Xe 3.10s.5 All All All

Operating System Cisco Ios Xe 3.11s.0 All All All

Operating System Cisco Ios Xe 3.11s.1 All All All

Operating System Cisco Ios Xe 3.11s.2 All All All

Operating System Cisco Ios Xe 3.11s.3 All All All

Operating System Cisco Ios Xe 3.12s.0 All All All

Operating System Cisco Ios Xe 3.12s.1 All All All

Operating System Cisco Ios Xe 3.12s.2 All All All

Operating System Cisco Ios Xe 3.13s.0 All All All

References

Reference Source Link

Multiple Vulnerabilities in Cisco IOS Software and IOS XE Software Autonomic Networking Infrastructure CISCO tools.cisco.com

Cisco IOS and IOS-XE ANI Flaws Let Remote Users Spoof Responses and Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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