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Cisco 10S 12.2, 12.4, 15.0, 15.2, and 15.3 allows remote attackers to cause a denial of service (device reload) via malformi
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Operating System
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Operating System
Operating System
Operating System
Operating System

Operating System
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Vendor Product Version Update Edition Language
Cisco los 12.2(33)ird1 All All All
Cisco los 12.2(33)ire3 All All All
Cisco los 12.2(33)sxi4b All All All
Cisco los 12.2(44)ex All All All
Cisco los 12.2(44)ex1 All All All
Cisco los 12.2(44)sq1 All All All
Cisco los 12.2(46)se All All All
Cisco los 12.2(46)sel All All All
Cisco los 12.2(46)se2 All All All
Cisco los 12.2(50)se All All All
Cisco los 12.2(50)se1 All All All
Cisco los 12.2(50)se2 All All All
Cisco los 12.2(50)se3 All All All
Cisco los 12.2(50)se4 All All All
Cisco los 12.2(50)se5 All All All
Cisco los 12.2(52)se All All All
Cisco los 12.2(52)se1 All All All
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Operating System Cisco los 15.0\(2\)se2 All All All
Operating System Cisco los 15.0\(2\)se3 All All All
Operating System Cisco los 15.0\(2\)se4 All All All
Operating System Cisco los 15.0\(2\)se5 All All All
Operating System Cisco los 15.0\(2\)se6 All All All
Operating System Cisco los 15.0\(2\)se7 All All All
Operating System Cisco los 15.2\(1))ex All All All
Operating System Cisco los 15.2\(1\)ey All All All
Operating System Cisco los 15.2\(2\)e1 All All All
Operating System Cisco los 15.2\(2))jb1 All All All
Operating System Cisco los 15.3\(2))s2 All All All
Operating System Cisco los 15.3\(3))ja All All All
Operating System Cisco los 15.3\(3))jat All All All
Operating System Cisco los 15.3\(3\)ja1m All All All
Operating System Cisco los 15.3\(3))jaln All All All
Operating System Cisco los 15.3\(3))jaa All All All
Operating System Cisco los 15.3\(3))jab All All All
Operating System Cisco los 15.3\(3))jab1 All All All
Operating System Cisco los 15.3\(3\)jnb All All All
Reference Source Link Tags
Multiple Vulnerabilities in Cisco I0S Software Common Industrial Protocol CISCO tools.cisco.com Vendor Advisory
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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