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The default configuration of Cisco Small Business IP phones SPA 300 7.5.5 and SPA 500 7.5.5 does not properly support ¢
| i

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco Spa300 Firmware 7.5.5 All All All
Cisco Spa300 Firmware 755 All All All
Cisco Spa500 Firmware 7.5.5 All All All
Cisco Spa500 Firmware 755 All All All
Cisco Spa 301 1 Line Ip Phone All All All All
Cisco Spa 301 1 Line Ip Phone All All All All
Cisco Spa 302d All All All All
Cisco Spa 302d All All All All
Cisco Spa 302dkit All All All All
Cisco Spa 302dkit All All All All
Cisco Spa 303 3 Line Ip Phone All All All All
Cisco Spa 303 3 Line Ip Phone All All All All
Cisco Spa 501g 8-line Ip Phone All All All All
Cisco Spa 501g 8-line Ip Phone All All All All
Cisco Spa 502g 1-line Ip Phone All All All All
Cisco Spa 5029 1-line Ip Phone All All Al Al

Cisco Spa 5049 4-line Ip Phone All All All All
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Hardware Cisco Spa 5049 4-line Ip Phone All All All All
Hardware Cisco Spa 508g 8-line Ip Phone All All All All
Hardware Cisco Spa 508g 8-line Ip Phone All All All All
Hardware Cisco Spa 509g 12-line Ip Phone All All All All
Hardware Cisco Spa 509g 12-line Ip Phone All All All All
Hardware Cisco Spa 512g 1-line Ip Phone All All All All
Hardware Cisco Spa 512g 1-line Ip Phone All All All All
Hardware Cisco Spa 514g 4-line Ip Phone All All All All
Hardware Cisco Spa 5149 4-line Ip Phone All All All All
Hardware Cisco Spa 525g2 5-line Ip Phone All All All All
Hardware Cisco Spa 525¢g2 5-line Ip Phone All All All All
Hardware Cisco Spa 525¢g 5-line Ip Phone All All All All
Hardware Cisco Spa 525g 5-line Ip Phone All All All All
Reference Source Link

Cisco SPA 300 and 500 Series IP Phones Let Remote Users Listen to and Make Phone Calls - SecurityTracker SECTRACK www.security

Cisco Small Business SPA300 and SPA500 Series IP Phones Unauthenticated Remote Dial Vulnerability CISCO tools.cisco.ct
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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