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Summary

CVE CVE-2015-0713

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-25 00:59:00 UTC

Updated 2015-05-26 17:47:00 UTC

Description The web framework in Cisco TelePresence Advanced Media Gateway Series Software before 1.1(1.40), Cisco TelePresence IP Gateway Series Software, Cisco TelePresence IP VCR Series Software before 3.0(1.27), Cisco TelePresence ISDN Gateway Software before 2.2(1.94), Cisco TelePresence MCU Software before 4.4(3.54) and 4.5 before 4.5(1.45), Cisco TelePresence MSE Supervisor Software before 2.3(1.38), Cisco TelePresence Serial Gateway Series Software before 1.0(1.42), Cisco TelePresence Server Software for Hardware before 3.1(1.98), and Cisco TelePresence Server Software for Virtual Machine before 4.1(1.79) allows remote authenticated users to execute arbitrary commands with root privileges via unspecified vectors, aka Bug IDs CSCul55968, CSCur08993, CSCur15803, CSCur15807, CSCur15825, CSCur15832, CSCur15842, CSCur15850, and CSCur15855.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Advanced Media Gateway 1.0(.1.13) All All All

Application Cisco Telepresence Advanced Media Gateway 1.0\(.1.13\) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1(.1.14) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1(1.34) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1\(.1.14\) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1\(1.34\) All All All

Application Cisco Telepresence Advanced Media Gateway 1.0\(.1.13\) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1\(.1.14\) All All All

Application Cisco Telepresence Advanced Media Gateway 1.1\(1.34\) All All All

Application Cisco Telepresence Ip Gateway 2.0.1.11 All All All

Application Cisco Telepresence Ip Gateway 2.0.1.7 All All All

Application Cisco Telepresence Ip Gateway 2.0.3.34 All All All

Application Cisco Telepresence Ip Gateway 2.0.1.11 All All All

Application Cisco Telepresence Ip Gateway 2.0.1.7 All All All

Application Cisco Telepresence Ip Gateway 2.0.3.34 All All All

Application Cisco Telepresence Ip Vcr 1.0 Converter 1.0(1.9) All All All

Application Cisco Telepresence Ip Vcr 1.0 Converter 1.0\(1.9\) All All All
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Application Cisco Telepresence Ip Vcr 1.0 Converter 1.0\(1.9\) All All All

Application Cisco Telepresence Ip Vcr 1.0 Converter 1.0\(1.9\) All All All

Application Cisco Telepresence Ip Vcr 2.4 1.2 All All All

Application Cisco Telepresence Ip Vcr 2.4 1.2 All All All

Application Cisco Telepresence Ip Vcr 3.0 1.22 All All All

Application Cisco Telepresence Ip Vcr 3.0 1.24 All All All

Application Cisco Telepresence Ip Vcr 3.0 1.22 All All All

Application Cisco Telepresence Ip Vcr 3.0 1.24 All All All

Application Cisco Telepresence Isdn Gw 3241 2.0(1.51) All All All

Application Cisco Telepresence Isdn Gw 3241 2.0\(1.51\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1(1.22) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1(1.43) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1(1.49) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1(1.56) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.22\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.43\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.49\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.56\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.0\(1.51\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.22\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.43\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.49\) All All All

Application Cisco Telepresence Isdn Gw 3241 2.1\(1.56\) All All All

Application Cisco Telepresence Mcu Software 4.1(1.51) All All All

Application Cisco Telepresence Mcu Software 4.1(1.59) All All All

Application Cisco Telepresence Mcu Software 4.1\(1.51\) All All All

Application Cisco Telepresence Mcu Software 4.1\(1.59\) All All All

Application Cisco Telepresence Mcu Software 4.2(1.43) All All All

Application Cisco Telepresence Mcu Software 4.2(1.46) All All All

Application Cisco Telepresence Mcu Software 4.2(1.50) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.43\) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.46\) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.50\) All All All

Application Cisco Telepresence Mcu Software 4.3(1.68) All All All

Application Cisco Telepresence Mcu Software 4.3(2.18) All All All

Application Cisco Telepresence Mcu Software 4.3(2.30) All All All
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Application Cisco Telepresence Mcu Software 4.3(2.32) All All All

Application Cisco Telepresence Mcu Software 4.3\(1.68\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.18\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.30\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.32\) All All All

Application Cisco Telepresence Mcu Software 4.4(3.42) All All All

Application Cisco Telepresence Mcu Software 4.4(3.49) All All All

Application Cisco Telepresence Mcu Software 4.4\(3.42\) All All All

Application Cisco Telepresence Mcu Software 4.4\(3.49\) All All All

Application Cisco Telepresence Mcu Software 4.1\(1.51\) All All All

Application Cisco Telepresence Mcu Software 4.1\(1.59\) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.43\) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.46\) All All All

Application Cisco Telepresence Mcu Software 4.2\(1.50\) All All All

Application Cisco Telepresence Mcu Software 4.3\(1.68\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.18\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.30\) All All All

Application Cisco Telepresence Mcu Software 4.3\(2.32\) All All All

Application Cisco Telepresence Mcu Software 4.4\(3.42\) All All All

Application Cisco Telepresence Mcu Software 4.4\(3.49\) All All All

Application Cisco Telepresence Serial Gateway 1.0.1.23 All All All

Application Cisco Telepresence Serial Gateway 1.0.1.34 All All All

Application Cisco Telepresence Serial Gateway 1.0.1.38 All All All

Application Cisco Telepresence Serial Gateway 1.0.1.23 All All All

Application Cisco Telepresence Serial Gateway 1.0.1.34 All All All

Application Cisco Telepresence Serial Gateway 1.0.1.38 All All All

Application Cisco Telepresence Server Software 2.1(1.33) All All All

Application Cisco Telepresence Server Software 2.1(1.37) All All All

Application Cisco Telepresence Server Software 2.1\(1.33\) All All All

Application Cisco Telepresence Server Software 2.1\(1.37\) All All All

Application Cisco Telepresence Server Software 2.2(1.43) All All All

Application Cisco Telepresence Server Software 2.2(1.48) All All All

Application Cisco Telepresence Server Software 2.2(1.54) All All All

Application Cisco Telepresence Server Software 2.2\(1.43\) All All All

Application Cisco Telepresence Server Software 2.2\(1.48\) All All All

Application Cisco Telepresence Server Software 2.2\(1.54\) All All All
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Application Cisco Telepresence Server Software 2.2\(1.54\) All All All

Application Cisco Telepresence Server Software 2.3(1.55) All All All

Application Cisco Telepresence Server Software 2.3(1.57) All All All

Application Cisco Telepresence Server Software 2.3\(1.55\) All All All

Application Cisco Telepresence Server Software 2.3\(1.57\) All All All

Application Cisco Telepresence Server Software 3.0(2.24) All All All

Application Cisco Telepresence Server Software 3.0\(2.24\) All All All

Application Cisco Telepresence Server Software 4.0(1.57) All All All

Application Cisco Telepresence Server Software 4.0(2.8) All All All

Application Cisco Telepresence Server Software 4.0\(1.57\) All All All

Application Cisco Telepresence Server Software 4.0\(2.8\) All All All

Application Cisco Telepresence Server Software 2.1\(1.33\) All All All

Application Cisco Telepresence Server Software 2.1\(1.37\) All All All

Application Cisco Telepresence Server Software 2.2\(1.43\) All All All

Application Cisco Telepresence Server Software 2.2\(1.48\) All All All

Application Cisco Telepresence Server Software 2.2\(1.54\) All All All

Application Cisco Telepresence Server Software 2.3\(1.55\) All All All

Application Cisco Telepresence Server Software 2.3\(1.57\) All All All

Application Cisco Telepresence Server Software 3.0\(2.24\) All All All

Application Cisco Telepresence Server Software 4.0\(1.57\) All All All

Application Cisco Telepresence Server Software 4.0\(2.8\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.1(1.18) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.1\(1.18\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.2(1.17) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.2\(1.17\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.3(1.32) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.3\(1.32\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.1\(1.18\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.2\(1.17\) All All All

Application Cisco Telepresence Supervisor Mse 8050 Software 2.3\(1.32\) All All All

References

Reference Source Link Tags

Command Injection Vulnerability in Multiple Cisco TelePresence Products CISCO tools.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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