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Summary

CVE CVE-2015-0718

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-03 22:59:00 UTC

Updated 2016-12-03 03:02:00 UTC

Description Cisco NX-OS 4.0 through 6.1 on Nexus 1000V 3000, 4000, 5000, 6000, and 7000 devices and Unified Computing System (UCS) platforms allows remote attackers to cause a denial of service (TCP stack reload) by sending crafted TCP packets to a device that has a TIME_WAIT TCP session, aka Bug ID CSCub70579.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Nx-os 4.0\(0\)n1\(1a\) All All All

Operating System Cisco Nx-os 4.0\(0\)n1\(2a\) All All All

Operating System Cisco Nx-os 4.0\(0\)n1\(2\) All All All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1a\) All All All

Operating System Cisco Nx-os 4.0\(1a\)n1\(1\) All All All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1a\) All All All

Operating System Cisco Nx-os 4.0\(1a\)n2\(1\) All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.1.\(2\) All All All

Operating System Cisco Nx-os 4.1.\(3\) All All All

Operating System Cisco Nx-os 4.1.\(4\) All All All
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Operating System Cisco Nx-os 4.1.\(4\) All All All

Operating System Cisco Nx-os 4.1.\(5\) All All All

Operating System Cisco Nx-os 4.1.\\\(2\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(3\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(4\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(5\\\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1b\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1c\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1d\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1e\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1f\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1g\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1h\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1i\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1j\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1k\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1m\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1\) All All All

Operating System Cisco Nx-os 4.1\(3\)n1\(1a\) All All All

Operating System Cisco Nx-os 4.1\(3\)n1\(1\) All All All

Operating System Cisco Nx-os 4.1\(3\)n2\(1a\) All All All

Operating System Cisco Nx-os 4.1\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1b\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1c\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1d\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1e\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1f\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1g\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1h\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1i\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1j\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1k\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1m\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n1\\\(1\\\) All All All
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Operating System Cisco Nx-os 4.1\\\(3\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2.\(2a\) All All All

Operating System Cisco Nx-os 4.2.\\\(2a\\\) All All All

Operating System Cisco Nx-os 4.2\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 4.2\(1\)n2\(1a\) All All All

Operating System Cisco Nx-os 4.2\(1\)n2\(1\) All All All

Operating System Cisco Nx-os 4.2\(3\) All All All

Operating System Cisco Nx-os 4.2\(4\) All All All

Operating System Cisco Nx-os 4.2\(6\) All All All

Operating System Cisco Nx-os 4.2\(8\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2\\\(3\\\) All All All

Operating System Cisco Nx-os 4.2\\\(4\\\) All All All

Operating System Cisco Nx-os 4.2\\\(6\\\) All All All

Operating System Cisco Nx-os 4.2\\\(8\\\) All All All

Operating System Cisco Nx-os 5.0\(2a\) All All All

Operating System Cisco Nx-os 5.0\(2\)n1\(1\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\) All All All

Operating System Cisco Nx-os 5.0\(3\)n1\(1c\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2b\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(1a\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(1b\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(1d\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)u1\(2\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(2a\) All All All
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Operating System Cisco Nx-os 5.0\(3\)u2\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(2b\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(2c\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(2d\) All All All

Operating System Cisco Nx-os 5.0\(3\)u2\(2\) All All All

Operating System Cisco Nx-os 5.0\(3\)u3\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)u3\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)u3\(2b\) All All All

Operating System Cisco Nx-os 5.0\(3\)u3\(2\) All All All

Operating System Cisco Nx-os 5.0\(3\)u4\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1a\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1b\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1c\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1d\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1e\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1f\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1g\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1h\) All All All

Operating System Cisco Nx-os 5.0\(3\)u5\(1\) All All All

Operating System Cisco Nx-os 5.0\(5\) All All All

Operating System Cisco Nx-os 5.0\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n1\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(2\\\) All All All
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Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u4\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1e\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1f\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1g\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1h\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(5\\\) All All All

Operating System Cisco Nx-os 5.1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(1\) All All All

Operating System Cisco Nx-os 5.1\(3\) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1b\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1c\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.1\(4\) All All All

Operating System Cisco Nx-os 5.1\(5\) All All All

Operating System Cisco Nx-os 5.1\(6\) All All All

Operating System Cisco Nx-os 5.1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(1\\\) All All All
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Operating System Cisco Nx-os 5.1\\\(3\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.1\\\(4\\\) All All All

Operating System Cisco Nx-os 5.1\\\(5\\\) All All All

Operating System Cisco Nx-os 5.1\\\(6\\\) All All All

Operating System Cisco Nx-os 5.2\(1\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1b\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(3\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(4\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(5\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(6\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(7\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8\) All All All

Operating System Cisco Nx-os 5.2\(3a\) All All All

Operating System Cisco Nx-os 5.2\(4\) All All All

Operating System Cisco Nx-os 5.2\(5\) All All All

Operating System Cisco Nx-os 5.2\(7\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(3\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(4\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(5\\\) All All All
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Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(5\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(6\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(7\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(8a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(8\\\) All All All

Operating System Cisco Nx-os 5.2\\\(3a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(4\\\) All All All

Operating System Cisco Nx-os 5.2\\\(5\\\) All All All

Operating System Cisco Nx-os 5.2\\\(7\\\) All All All

Operating System Cisco Nx-os 6.0\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2a\) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1b\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(3\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(4\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(5a\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(5\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(6\) All All All

Operating System Cisco Nx-os 6.0\(2\)u1\(1a\) All All All

Operating System Cisco Nx-os 6.0\(2\)u1\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\)u1\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)u1\(3\) All All All

Operating System Cisco Nx-os 6.0\(2\)u1\(4\) All All All

Operating System Cisco Nx-os 6.0\(2\)u2\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\)u2\(2\) All All All

Operating System Cisco Nx-os 6.0\(3\) All All All

Operating System Cisco Nx-os 6.0\(4\) All All All

Operating System Cisco Nx-os 6.0\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(1b\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(1\\\) All All All
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Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(4\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(5a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(5\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(6\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(1a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(4\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u2\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u2\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(4\\\) All All All

Operating System Cisco Nx-os 6.1\(1\) All All All

Operating System Cisco Nx-os 6.1\(2\) All All All

Operating System Cisco Nx-os 6.1\(3\) All All All

Operating System Cisco Nx-os 6.1\\\(1\\\) All All All

Operating System Cisco Nx-os 6.1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.1\\\(3\\\) All All All

Operating System Cisco Nx-os base All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(0\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.0\\\(1a\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(2\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(3\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(4\\\) All All All

Operating System Cisco Nx-os 4.1.\\\(5\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1b\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1c\\\) All All All
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Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1d\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1e\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1f\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1g\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1h\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1i\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1j\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1k\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1m\\\) All All All

Operating System Cisco Nx-os 4.1\\\(2\\\)e1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.1\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2.\\\(2a\\\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 4.2\\\(1\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 4.2\\\(3\\\) All All All

Operating System Cisco Nx-os 4.2\\\(4\\\) All All All

Operating System Cisco Nx-os 4.2\\\(6\\\) All All All

Operating System Cisco Nx-os 4.2\\\(8\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(2\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n1\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)n2\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1\\\) All All All
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Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u1\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u2\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u3\\\(2\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u4\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1d\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1e\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1f\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1g\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1h\\\) All All All

Operating System Cisco Nx-os 5.0\\\(3\\\)u5\\\(1\\\) All All All

Operating System Cisco Nx-os 5.0\\\(5\\\) All All All

Operating System Cisco Nx-os 5.1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1c\\\) All All All

Operating System Cisco Nx-os 5.1\\\(3\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.1\\\(4\\\) All All All

Operating System Cisco Nx-os 5.1\\\(5\\\) All All All

Operating System Cisco Nx-os 5.1\\\(6\\\) All All All
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Operating System Cisco Nx-os 5.2\\\(1\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1b\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(1\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(3\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(4\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(5\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(6\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(7\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(8a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(1\\\)n1\\\(8\\\) All All All

Operating System Cisco Nx-os 5.2\\\(3a\\\) All All All

Operating System Cisco Nx-os 5.2\\\(4\\\) All All All

Operating System Cisco Nx-os 5.2\\\(5\\\) All All All

Operating System Cisco Nx-os 5.2\\\(7\\\) All All All

Operating System Cisco Nx-os 6.0\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n1\\\(2a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(1b\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(4\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(5a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(5\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)n2\\\(6\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(1a\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(1\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u1\\\(4\\\) All All All

Operating System Cisco Nx-os 6.0\\\(2\\\)u2\\\(1\\\) All All All
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Operating System Cisco Nx-os 6.0\\\(2\\\)u2\\\(2\\\) All All All

Operating System Cisco Nx-os 6.0\\\(3\\\) All All All

Operating System Cisco Nx-os 6.0\\\(4\\\) All All All

Operating System Cisco Nx-os 6.1\\\(1\\\) All All All

Operating System Cisco Nx-os 6.1\\\(2\\\) All All All

Operating System Cisco Nx-os 6.1\\\(3\\\) All All All

Operating System Cisco Nx-os base All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(1\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(2\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(3a\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(3b\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(3c\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(3d\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\(4\)sv1\(3\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(1\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(2\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3a\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3b\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3c\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3d\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(1\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(2\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3a\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3b\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3c\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3d\\\) All All All

Operating System Cisco Nx-os 1000v Switch 4.0\\\(4\\\)sv1\\\(3\\\) All All All

Application Cisco Unified Computing System 1.4_1i All All All

Application Cisco Unified Computing System 1.4_1j All All All

Application Cisco Unified Computing System 1.4_1m All All All

Application Cisco Unified Computing System 1.4_3i All All All

Application Cisco Unified Computing System 1.4_3l All All All

Application Cisco Unified Computing System 1.4_3m All All All

Application Cisco Unified Computing System 1.4_3q All All All

Application Cisco Unified Computing System 1.4_3s All All All
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Application Cisco Unified Computing System 1.4_3s All All All

Application Cisco Unified Computing System 1.4_3u All All All

Application Cisco Unified Computing System 1.4_3y All All All

Application Cisco Unified Computing System 1.4_4f All All All

Application Cisco Unified Computing System 1.4_4g All All All

Application Cisco Unified Computing System 1.4_4i All All All

Application Cisco Unified Computing System 1.4_4j All All All

Application Cisco Unified Computing System 1.4_4k All All All

Application Cisco Unified Computing System 1.4_4l All All All

Application Cisco Unified Computing System 1.5\(3\) All All All

Application Cisco Unified Computing System 1.5\\\(3\\\) All All All

Application Cisco Unified Computing System 1.5_base All All All

Application Cisco Unified Computing System 1.6\(0.16\) All All All

Application Cisco Unified Computing System 1.6\\\(0.16\\\) All All All

Application Cisco Unified Computing System 1.6_base All All All

Application Cisco Unified Computing System 2.0_1q All All All

Application Cisco Unified Computing System 2.0_1s All All All

Application Cisco Unified Computing System 2.0_1t All All All

Application Cisco Unified Computing System 2.0_1w All All All

Application Cisco Unified Computing System 2.0_1x All All All

Application Cisco Unified Computing System 2.0_2m All All All

Application Cisco Unified Computing System 2.0_2q All All All

Application Cisco Unified Computing System 2.0_2r All All All

Application Cisco Unified Computing System 2.0_3a All All All

Application Cisco Unified Computing System 2.0_3b All All All

Application Cisco Unified Computing System 2.0_3c All All All

Application Cisco Unified Computing System 2.0_4a All All All

Application Cisco Unified Computing System 2.0_4b All All All

Application Cisco Unified Computing System 2.0_4d All All All

Application Cisco Unified Computing System 2.0_5a All All All

Application Cisco Unified Computing System 2.0_5b All All All

Application Cisco Unified Computing System 2.0_5c All All All

Application Cisco Unified Computing System 2.0_5d All All All

Application Cisco Unified Computing System 2.0_5e All All All

Application Cisco Unified Computing System 2.0_5f All All All

Application Cisco Unified Computing System 2.1_1a All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_computing_system


Application Cisco Unified Computing System 2.1_1b All All All

Application Cisco Unified Computing System 2.1_1d All All All

Application Cisco Unified Computing System 2.1_1e All All All

Application Cisco Unified Computing System 2.1_1f All All All

Application Cisco Unified Computing System 2.1_2a All All All

Application Cisco Unified Computing System 2.1_2c All All All

Application Cisco Unified Computing System 2.1_2d All All All

Application Cisco Unified Computing System 2.1_3a All All All

Application Cisco Unified Computing System 2.1_3b All All All

Application Cisco Unified Computing System 2.1_3c All All All

Application Cisco Unified Computing System 2.1_3d All All All

Application Cisco Unified Computing System 2.1_3e All All All

Application Cisco Unified Computing System 2.1_3f All All All

Application Cisco Unified Computing System 2.2_1b All All All

Application Cisco Unified Computing System 2.2_1c All All All

Application Cisco Unified Computing System 2.2_1d All All All

Application Cisco Unified Computing System 2.2_1e All All All

Application Cisco Unified Computing System 2.2_2c All All All

Application Cisco Unified Computing System 2.2_2d All All All

Application Cisco Unified Computing System 2.2_2e All All All

Application Cisco Unified Computing System 1.4_1i All All All

Application Cisco Unified Computing System 1.4_1j All All All

Application Cisco Unified Computing System 1.4_1m All All All

Application Cisco Unified Computing System 1.4_3i All All All

Application Cisco Unified Computing System 1.4_3l All All All

Application Cisco Unified Computing System 1.4_3m All All All

Application Cisco Unified Computing System 1.4_3q All All All

Application Cisco Unified Computing System 1.4_3s All All All

Application Cisco Unified Computing System 1.4_3u All All All

Application Cisco Unified Computing System 1.4_3y All All All

Application Cisco Unified Computing System 1.4_4f All All All

Application Cisco Unified Computing System 1.4_4g All All All

Application Cisco Unified Computing System 1.4_4i All All All

Application Cisco Unified Computing System 1.4_4j All All All

Application Cisco Unified Computing System 1.4_4k All All All
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Application Cisco Unified Computing System 1.4_4l All All All

Application Cisco Unified Computing System 1.5\\\(3\\\) All All All

Application Cisco Unified Computing System 1.5_base All All All

Application Cisco Unified Computing System 1.6\\\(0.16\\\) All All All

Application Cisco Unified Computing System 1.6_base All All All

Application Cisco Unified Computing System 2.0_1q All All All

Application Cisco Unified Computing System 2.0_1s All All All

Application Cisco Unified Computing System 2.0_1t All All All

Application Cisco Unified Computing System 2.0_1w All All All

Application Cisco Unified Computing System 2.0_1x All All All

Application Cisco Unified Computing System 2.0_2m All All All

Application Cisco Unified Computing System 2.0_2q All All All

Application Cisco Unified Computing System 2.0_2r All All All

Application Cisco Unified Computing System 2.0_3a All All All

Application Cisco Unified Computing System 2.0_3b All All All

Application Cisco Unified Computing System 2.0_3c All All All

Application Cisco Unified Computing System 2.0_4a All All All

Application Cisco Unified Computing System 2.0_4b All All All

Application Cisco Unified Computing System 2.0_4d All All All

Application Cisco Unified Computing System 2.0_5a All All All

Application Cisco Unified Computing System 2.0_5b All All All

Application Cisco Unified Computing System 2.0_5c All All All

Application Cisco Unified Computing System 2.0_5d All All All

Application Cisco Unified Computing System 2.0_5e All All All

Application Cisco Unified Computing System 2.0_5f All All All

Application Cisco Unified Computing System 2.1_1a All All All

Application Cisco Unified Computing System 2.1_1b All All All

Application Cisco Unified Computing System 2.1_1d All All All

Application Cisco Unified Computing System 2.1_1e All All All

Application Cisco Unified Computing System 2.1_1f All All All

Application Cisco Unified Computing System 2.1_2a All All All

Application Cisco Unified Computing System 2.1_2c All All All

Application Cisco Unified Computing System 2.1_2d All All All

Application Cisco Unified Computing System 2.1_3a All All All

Application Cisco Unified Computing System 2.1_3b All All All

Application Cisco Unified Computing System 2.1_3c All All All
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Application Cisco Unified Computing System 2.1_3c All All All

Application Cisco Unified Computing System 2.1_3d All All All

Application Cisco Unified Computing System 2.1_3e All All All

Application Cisco Unified Computing System 2.1_3f All All All

Application Cisco Unified Computing System 2.2_1b All All All

Application Cisco Unified Computing System 2.2_1c All All All

Application Cisco Unified Computing System 2.2_1d All All All

Application Cisco Unified Computing System 2.2_1e All All All

Application Cisco Unified Computing System 2.2_2c All All All

Application Cisco Unified Computing System 2.2_2d All All All

Application Cisco Unified Computing System 2.2_2e All All All

Operating System Netgear Jr6150 Firmware All All All All

Operating System Samsung X14j Firmware t-ms14jakucb-1102.5 All All All

Operating System Sun Opensolaris snv_124 All sparc All

Operating System Zyxel Gs1900-10hp Firmware All All All All

Operating System Zzinc Keymouse Firmware 3.08 All All All
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Cisco Unified Computing System TCP Packet Processing Flaw on NX-OS Lets Remote Users Cause the Target TCP Stack to Reload - SecurityTracker

Cisco NX-OS TCP Packet Processing Flaw Lets Remote Users Cause the Target TCP Stack to Reload - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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