VE-2015-0/21

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2015-0721
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-10-06 10:59:00 UTC
Updated 2017-07-30 01:29:00 UTC

Description Cisco NX-OS 4.0 through 7.3 on Multilayer Director and Nexus 1000V, 2000, 3000, 3500, 4000, 5000, 5500, 5600, 6000, 7'
i)

/ ]

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Nexus 1000v For Microsoft Hyper-v - All All All
Hardware Cisco Nexus 1000v For Microsoft Hyper-v - All All All
Hardware Cisco Nexus 1000v For Vmware Vsphere - All All All
Hardware Cisco Nexus 1000v For Vmware Vsphere - All All All
Hardware Cisco Nexus 3016 - All All All
Hardware Cisco Nexus 3016 - All All All
Hardware Cisco Nexus 3048 - All All All
Hardware Cisco Nexus 3048 - All All All
Hardware Cisco Nexus 31108pc-v - All All All
Hardware Cisco Nexus 31108pc-v - All All All
Hardware Cisco Nexus 31108tc-v - All All All
Hardware Cisco Nexus 31108tc-v - All All All
Hardware Cisco Nexus 31128pq - All All All
Hardware Cisco Nexus 31128pq - All All All
Hardware Cisco Nexus 3132q - All All All
Hardware Cisco Nexus 3132q - All All All
Hardware Cisco Nexus 3132g-v - All All All
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Operating System Cisco Nx-0s 6.1\(2\) All All All
Operating System Cisco Nx-os 6.1\(2))i2\(1}) All All All
Operating System Cisco Nx-os 6.1\(2))i2\(2a)\) All All All
Operating System Cisco NXx-0s 6.1\(2))i2\(2b\) All All All
Operating System Cisco Nx-0s 6.1\(2))i2\(2\) All All All
Operating System Cisco Nx-0s 6.1\(2))i2\(3\) All All All
Operating System Cisco Nx-0s 6.1\(21)i3\(1)) All All All
Operating System Cisco Nx-0s 6.1\(2\)i3\(2\) All All All
Operating System Cisco Nx-0s 6.1\(21)i3\(3\) All All All
Operating System Cisco Nx-0s 6.1\(3\) All All All
Operating System Cisco Nx-0s 6.1\(4a\) All All All
Operating System Cisco Nx-0s 6.1\(4\) All All All
Operating System Cisco Nx-0s 6.2\(10\) All All All
Operating System Cisco Nx-0s 6.2\(2a\) All All All
Operating System Cisco Nx-0s 6.2\(2)) All All All
Operating System Cisco Nx-0s 6.2\(6b\) All All All
Operating System Cisco Nx-0s 6.2\(6\) All All All
Operating System Cisco Nx-0s 6.2\(8a\) All All All
Operating System Cisco Nx-0s 6.2\(8b\) All All All
Operating System Cisco Nx-0s 6.2\(8\) All All All
Operating System Cisco Nx-os 7.0\0)n1\(1)) All All All
Operating System Cisco Nx-0s 7.0\(1\)n1\(1\) All All All
Operating System Cisco Nx-os 7.0\2)n1\(1}) All All All
Operating System Cisco Nx-os 7.0\(3\)n1\(1\) All All All
Operating System Cisco Nx-0s base All All All
Reference Source L
Multiple Cisco Nexus Devices CVE-2015-0721 Security Bypass Vulnerability BID v
Cisco NX-OS Software-Based Products Authentication, Authorization, and Accounting Bypass Vulnerability CISCO t

Cisco NX-OS Remote Authenticated SSH Users Bypass AAA Security Restrictions on the Target System - SecurityTracker SECTRACK v
CVE Program record CVE.ORG v

NVD vulnerability detail NVD r

No vendor comments have been submitted for this CVE.
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http://cve.report/software/cisco/nx-os
http://www.securityfocus.com/bid/93410
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20161005-nxaaa
http://www.securitytracker.com/id/1036947
https://www.cve.org/CVERecord?id=CVE-2015-0721
https://nvd.nist.gov/vuln/detail/CVE-2015-0721

There are currently no legacy QID mappings associated with this CVE.
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