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Summary

CVE CVE-2015-0725

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-16 21:59:00 UTC

Updated 2017-09-22 01:29:00 UTC

Description Cisco Videoscape Distribution Suite Service Broker (aka VDS-SB), when a VDSM configuration on UCS is used, and Videoscape Distribution Suite for Internet Streaming (aka VDS-IS or CDS-IS) before 3.3.1 R7 and 4.x before 4.0.0 R4 allow remote attackers to cause a denial of service (device reload) via a crafted HTTP request, aka Bug IDs CSCus79834 and CSCuu63409.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Videoscape Distribution Suite For Internet Streaming 1.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0(1) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0(3) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.2(1) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.2\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4(1) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4(3) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4(5) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(5\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(1) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(11) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(3) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(7) All All All
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Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(7) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5(9) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(11\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(7\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(9\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(1) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b35 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b39 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b45 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b47 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6(3)_b50 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b35 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b39 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b45 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b47 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b50 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b17 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b34 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b54 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b60 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.0_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b15 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b20 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b9 All All All
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Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.0 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r2 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r3 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r4 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r5 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r6 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r2 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r3 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 1.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.0\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.2\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.4\(5\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(11\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(7\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.5\(9\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(1\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\) All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b35 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b39 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b45 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b47 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 2.6\(3\)_b50 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b17 All All All
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Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b17 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b34 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b54 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.1.2_b60 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.0_b26 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b15 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b20 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.2.1_b9 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.0 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r2 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r3 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r4 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r5 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 3.3.1 r6 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 All All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r1 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r2 All All

Application Cisco Videoscape Distribution Suite For Internet Streaming 4.0.0 r3 All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.1 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0_base All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.1_base All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0.1 All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.0_base All All All

Application Cisco Videoscape Distribution Suite Service Broker 1.1_base All All All

References

Reference Source Link

Cisco Videoscape Delivery System Denial of Service Vulnerability CISCO tools.cisco.com

Cisco Videoscape Distribution Suite Input Validation Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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