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Summary

CVE CVE-2015-0775

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-12 14:59:00 UTC

Updated 2017-01-04 16:06:00 UTC

Description The banner (aka MOTD) implementation in Cisco NX-OS 4.1(2)E1(1f) on Nexus 4000 devices, 5.2(1)SV3(2.1) on Nexus 1000V devices, 6.0(2)N2(2) on Nexus 5000 devices, 6.2(11) on MDS 9000 devices, 6.2(12) on Nexus 7000 devices, 7.0(3) on Nexus 9000 devices, and 7.2(0)ZN(99.67) on Nexus 3000 devices allows remote attackers to cause a denial of service (login process reset) via an unspecified terminal-session request during TELNET session setup, aka Bug IDs CSCuo10554, CSCuu75466, CSCuu75471, CSCuu75484, CSCuu75498, CSCuu77170, and CSCuu77182.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Mds 9000 Nx-os 6.2(11) All All All

Operating System Cisco Mds 9000 Nx-os 6.2\(11\) All All All

Operating System Cisco Mds 9000 Nx-os 6.2\(11\) All All All

Hardware Cisco Nexus 1000v - All All All

Hardware Cisco Nexus 1000v - All All All

Hardware Cisco Nexus 3016 - All All All

Hardware Cisco Nexus 3016 - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 3064 - All All All

Hardware Cisco Nexus 3064 - All All All

Hardware Cisco Nexus 31128pq All All All All

Hardware Cisco Nexus 31128pq All All All All

Hardware Cisco Nexus 3132q - All All All

Hardware Cisco Nexus 3132q - All All All

Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3164q - All All All
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Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3172 - All All All

Hardware Cisco Nexus 3172 - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3524 - All All All

Hardware Cisco Nexus 3524 - All All All

Hardware Cisco Nexus 3548 - All All All

Hardware Cisco Nexus 3548 - All All All

Hardware Cisco Nexus 4001i - All All All

Hardware Cisco Nexus 4001i - All All All

Hardware Cisco Nexus 7000 - All All All

Hardware Cisco Nexus 7000 - All All All

Hardware Cisco Nexus 7700 - All All All

Hardware Cisco Nexus 7700 - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9336pq Aci Spine - All All All

Hardware Cisco Nexus 9336pq Aci Spine - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9508 - All All All
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Hardware Cisco Nexus 9508 - All All All

Hardware Cisco Nexus 9516 - All All All

Hardware Cisco Nexus 9516 - All All All

Operating System Cisco Nx-os 4.1(2)e1(1f) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1f\) All All All

Operating System Cisco Nx-os 6.0(2)n2(2) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(2\) All All All

Operating System Cisco Nx-os 6.2(12) All All All

Operating System Cisco Nx-os 6.2\(12\) All All All

Operating System Cisco Nx-os 7.2(0)zn(99.67) All All All

Operating System Cisco Nx-os 7.2\(0\)zn\(99.67\) All All All

Operating System Cisco Nx-os 4.1\(2\)e1\(1f\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(2\) All All All

Operating System Cisco Nx-os 6.2\(12\) All All All

Operating System Cisco Nx-os 7.2\(0\)zn\(99.67\) All All All

References

Reference Source Link Tags

Cisco Nexus and Cisco Multilayer Director Switches MOTD Telnet Login Reset Vulnerability CISCO tools.cisco.com Vendor Advisory

Cisco NX-OS Telnet Login Banner Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com Third Party Advisory, VDB Entry

Cisco MDS Telnet Login Banner Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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