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Summary

CVE CVE-2015-0807

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-01 10:59:00 UTC

Updated 2017-01-03 02:59:00 UTC

Description The navigator.sendBeacon implementation in Mozilla Firefox before 37.0, Firefox ESR 31.x before 31.6, and Thunderbird before 31.6 processes HTTP 30x status codes for redirects after a preflight request has occurred, which allows remote attackers to bypass intended CORS access-control checks and conduct cross-site request forgery (CSRF) attacks via a crafted web site, a similar issue to CVE-2014-8638.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 31.0 All All All

Application Mozilla Firefox Esr 31.1 All All All

Application Mozilla Firefox Esr 31.1.0 All All All

Application Mozilla Firefox Esr 31.1.1 All All All

Application Mozilla Firefox Esr 31.2 All All All

Application Mozilla Firefox Esr 31.3 All All All

Application Mozilla Firefox Esr 31.3.0 All All All

Application Mozilla Firefox Esr 31.4 All All All

Application Mozilla Firefox Esr 31.5 All All All

Application Mozilla Firefox Esr 31.5.1 All All All

Application Mozilla Firefox Esr 31.5.2 All All All

Application Mozilla Firefox Esr 31.5.3 All All All

Application Mozilla Firefox Esr 31.0 All All All

Application Mozilla Firefox Esr 31.1 All All All

Application Mozilla Firefox Esr 31.1.0 All All All

Application Mozilla Firefox Esr 31.1.1 All All All
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Application Mozilla Firefox Esr 31.1.1 All All All

Application Mozilla Firefox Esr 31.2 All All All

Application Mozilla Firefox Esr 31.3 All All All

Application Mozilla Firefox Esr 31.3.0 All All All

Application Mozilla Firefox Esr 31.4 All All All

Application Mozilla Firefox Esr 31.5 All All All

Application Mozilla Firefox Esr 31.5.1 All All All

Application Mozilla Firefox Esr 31.5.2 All All All

Application Mozilla Firefox Esr 31.5.3 All All All

Application Mozilla Thunderbird All All All All

References

Reference

1111834 – (CVE-2015-0807) CORS request after preflight should not follow 30x redirect

Debian -- Security Information -- DSA-3212-1 icedove

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox

[security-announce] openSUSE-SU-2015:0892-1: important: Update to Firefo

[security-announce] SUSE-SU-2015:0704-1: important: Security update for

Mozilla Thunderbird Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Request Forgery Attacks - SecurityTracker

USN-2550-1: Firefox vulnerabilities | Ubuntu

CORS requests should not follow 30x redirections after preflight — Mozilla

Red Hat Customer Portal

Mozilla Firefox Bugs Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially Sensitive Information - SecurityTracker

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

USN-2552-1: Thunderbird vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3211-1 iceweasel

Mozilla Firefox/Thunderbird 'sendBeacon()' Function Cross-Site Request Forgery Vulnerability

Oracle Solaris Third Party Bulletin - April 2015

[security-announce] openSUSE-SU-2015:0677-1: important: Security update

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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