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Multiple use-after-free vulnerabilities in OpenType Sanitiser, as used in Mozilla Firefox before 36.0, might allow remote atta
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Application Mozilla Firefox 33.0 All All All
Application Mozilla Firefox 34.0.5 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 betal0 All All
Application Mozilla Firefox 4.0 betat All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
Application Mozilla Firefox 4.01 All All All
Application Mozilla Firefox 5.0 All All All
Application Mozilla Firefox 5.0.1 All All All
Application Mozilla Firefox 6.0 All All All
Application Mozilla Firefox 6.0.1 All All All
Application Mozilla Firefox 6.0.2 All All All
Application Mozilla Firefox 7.0 All All All
Application Mozilla Firefox 7.01 All All All
Application Mozilla Firefox 8.0 All All All
Application Mozilla Firefox 8.0.1 All All All
Application Mozilla Firefox 9.0 All All All
Application Mozilla Firefox 9.0.1 All All All
Application Mozilla Firefox All All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Application Opentype Sanitiser Project Opentype Sanitiser All All All All
Application Opentype Sanitiser Project Opentype Sanitiser All All All All
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Oracle Solaris Bulletin - April 2016

Mozilla Firefox Multiple Flaws Let Remote Users Deny Service, Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially ¢
Mozilla Firefox CVE-2015-0823 Use After Free Denial of Service Vulnerability
Gentoo Security

[ots] Fix (potential) use-after-free bugs - khaledhosny/ots@003c62d - GitHub
[security-announce] openSUSE-SU-2015:0404-1: important: Security update
USN-2505-1: Firefox vulnerabilities | Ubuntu

1098497 — (CVE-2015-0823) Heap-use-after-free in ots::ots_gasp_parse
openSUSE-SU-2015:0570-1: moderate: Security update for seamonkey
Use-after-free in Developer Console date with OpenType Sanitiser — Mozilla
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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