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Multiple untrusted search path vulnerabilities in updater.exe in Mozilla Firefox before 36.0, Firefox ESR 31.x before 31.5, ar
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Application Mozilla Firefox Esr 31.3 All All All
Application Mozilla Firefox Esr 31.4 All All All
Application Mozilla Firefox Esr 315 All All All
Application Mozilla Thunderbird 31.0 All All All
Application Mozilla Thunderbird 31.1.2 All All All
Application Mozilla Thunderbird 31.2 All All All
Application Mozilla Thunderbird 31.3 All All All
Application Mozilla Thunderbird 31.0 All All All
Application Mozilla Thunderbird 31.1.2 All All All
Application Mozilla Thunderbird 31.2 All All All
Application Mozilla Thunderbird 31.3 All All All
Application Mozilla Thunderbird All All All All
Operating System Opensuse Evergreen 11.4 All All All
Operating System Opensuse Evergreen 11.4 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Reference

Oracle Solaris Bulletin - April 2016

Mozilla Firefox Multiple Flaws Let Remote Users Deny Service, Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially ¢
Mozilla Thunderbird Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information and Let Local Users Gain E
Gentoo Security

[security-announce] openSUSE-SU-2015:1266-1: important: Mozilla (Firefox

Access Denied

openSUSE-SU-2015:0570-1: moderate: Security update for seamonkey

[security-announce] openSUSE-SU-2015:0567-1: important: update to Firefo

Mozilla Firefox Firefox ESR and Thunderbird DLL Loading Arbitrary Code Execution Vulnerability

Invoking Mozilla updater will load locally stored DLL files — Mozilla

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.
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http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
http://www.securitytracker.com/id/1031791
http://www.securitytracker.com/id/1031792
https://security.gentoo.org/glsa/201504-01
http://lists.opensuse.org/opensuse-security-announce/2015-07/msg00031.html
https://bugzilla.mozilla.org/show_bug.cgi?id=945192
http://lists.opensuse.org/opensuse-updates/2015-03/msg00067.html
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00026.html
http://www.securityfocus.com/bid/72747
http://www.mozilla.org/security/announce/2015/mfsa2015-12.html
https://www.cve.org/CVERecord?id=CVE-2015-0833
https://nvd.nist.gov/vuln/detail/CVE-2015-0833

There are currently no legacy QID mappings associated with this CVE.
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