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Summary

CVE CVE-2015-0852

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-29 18:59:00 UTC

Updated 2019-01-16 19:29:00 UTC

Description Multiple integer underflows in PluginPCX.cpp in FreeImage 3.17.0 and earlier allow remote attackers to cause a denial of service (heap memory corruption) via vectors related to the height and width of a window.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeimage Project Freeimage All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-3392-1 freeimage DEBIAN www.debian.org

#797165 - CVE-2015-0852: integer overflow in PluginPCX.cpp - Debian Bug report logs CONFIRM bugs.debian.org Patch

[SECURITY] Fedora 21 Update: freeimage-3.10.0-23.fc21 FEDORA lists.fedoraproject.org

FreeImage Integer Overflow Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

oss-security - CVE-2015-0852 [FreeImage] Integer overflow in PluginPCX.cpp MLIST www.openwall.com Patch

[SECURITY] Fedora 22 Update: mingw-freeimage-3.15.4-6.fc22 FEDORA lists.fedoraproject.org

Oracle Critical Patch Update - January 2019 CONFIRM www.oracle.com

[SECURITY] Fedora 23 Update: mingw-freeimage-3.17.0-1.fc23 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 22 Update: freeimage-3.10.0-23.fc22 FEDORA lists.fedoraproject.org

FreeImage: Multiple vulnerabilities (GLSA 201701-68) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 23 Update: freeimage-3.17.0-1.fc23 FEDORA lists.fedoraproject.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2015-0852/mitre
https://cve.report/CVE-2015-0852/nist
https://cve.report/CVE-2015-0852/cve_org
https://cve.report/api/cve/CVE-2015-0852.json
https://cve.report/CVE-2015-0852.pdf
http://cve.report/vendor/freeimage_project
http://cve.report/software/freeimage_project/freeimage
http://www.debian.org/security/2015/dsa-3392
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=797165
http://lists.fedoraproject.org/pipermail/package-announce/2015-October/168023.html
http://www.securitytracker.com/id/1034077
http://www.openwall.com/lists/oss-security/2015/08/28/1
http://lists.fedoraproject.org/pipermail/package-announce/2015-November/172583.html
https://www.oracle.com/technetwork/security-advisory/cpujan2019-5072801.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-November/172491.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-October/168000.html
https://security.gentoo.org/glsa/201701-68
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/167766.html
https://www.cve.org/CVERecord?id=CVE-2015-0852
https://nvd.nist.gov/vuln/detail/CVE-2015-0852


No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

690305 Free Berkeley Software Distribution (FreeBSD) Security Update for freeimage (33459061-a1d6-11e5-8794-bcaec565249c)

710455 Gentoo Linux FreeImage Multiple Vulnerabilities (GLSA 201701-68)
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