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Summary

CVE CVE-2015-0887

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-28 02:59:00 UTC

Updated 2015-03-04 17:20:00 UTC

Description npppd in the PPP Access Concentrator (PPPAC) on SEIL SEIL/x86 Fuji routers 1.00 through 3.30, SEIL/X1 routers 3.50 through 4.70, SEIL/X2 routers 3.50 through 4.70, and SEIL/B1 routers 3.50 through 4.70 allows remote attackers to cause a denial of service (infinite loop and device hang) via a crafted SSTP packet.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iij Seil/b1 All All All All

Operating System Iij Seil/b1 Firmware 3.51 All All All

Operating System Iij Seil/b1 Firmware 3.60 All All All

Operating System Iij Seil/b1 Firmware 3.70 All All All

Operating System Iij Seil/b1 Firmware 3.75 All All All

Operating System Iij Seil/b1 Firmware 3.90 All All All

Operating System Iij Seil/b1 Firmware 3.91 All All All

Operating System Iij Seil/b1 Firmware 4.00 All All All

Operating System Iij Seil/b1 Firmware 4.30 All All All

Operating System Iij Seil/b1 Firmware 4.31 All All All

Operating System Iij Seil/b1 Firmware 4.32 All All All

Operating System Iij Seil/b1 Firmware 4.34 All All All

Operating System Iij Seil/b1 Firmware 4.40 All All All

Operating System Iij Seil/b1 Firmware 4.41 All All All

Operating System Iij Seil/b1 Firmware 4.53 All All All

Operating System Iij Seil/b1 Firmware 4.60 All All All

Operating System Iij Seil/b1 Firmware 4.70 All All All
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Operating System Iij Seil/b1 Firmware 4.70 All All All

Hardware Iij Seil/x1 All All All All

Operating System Iij Seil/x1 Firmware 3.51 All All All

Operating System Iij Seil/x1 Firmware 3.60 All All All

Operating System Iij Seil/x1 Firmware 3.70 All All All

Operating System Iij Seil/x1 Firmware 3.75 All All All

Operating System Iij Seil/x1 Firmware 3.90 All All All

Operating System Iij Seil/x1 Firmware 3.91 All All All

Operating System Iij Seil/x1 Firmware 4.00 All All All

Operating System Iij Seil/x1 Firmware 4.30 All All All

Operating System Iij Seil/x1 Firmware 4.31 All All All

Operating System Iij Seil/x1 Firmware 4.32 All All All

Operating System Iij Seil/x1 Firmware 4.34 All All All

Operating System Iij Seil/x1 Firmware 4.40 All All All

Operating System Iij Seil/x1 Firmware 4.41 All All All

Operating System Iij Seil/x1 Firmware 4.53 All All All

Operating System Iij Seil/x1 Firmware 4.60 All All All

Operating System Iij Seil/x1 Firmware 4.70 All All All

Hardware Iij Seil/x2 All All All All

Operating System Iij Seil/x2 Firmware 3.51 All All All

Operating System Iij Seil/x2 Firmware 3.60 All All All

Operating System Iij Seil/x2 Firmware 3.70 All All All

Operating System Iij Seil/x2 Firmware 3.75 All All All

Operating System Iij Seil/x2 Firmware 3.90 All All All

Operating System Iij Seil/x2 Firmware 3.91 All All All

Operating System Iij Seil/x2 Firmware 4.00 All All All

Operating System Iij Seil/x2 Firmware 4.30 All All All

Operating System Iij Seil/x2 Firmware 4.31 All All All

Operating System Iij Seil/x2 Firmware 4.32 All All All

Operating System Iij Seil/x2 Firmware 4.34 All All All

Operating System Iij Seil/x2 Firmware 4.40 All All All

Operating System Iij Seil/x2 Firmware 4.41 All All All

Operating System Iij Seil/x2 Firmware 4.53 All All All

Operating System Iij Seil/x2 Firmware 4.60 All All All

Operating System Iij Seil/x2 Firmware 4.70 All All All

Hardware Iij Seil/b1 All All All All
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Hardware Iij Seil/b1 All All All All

Operating System Iij Seil/b1 Firmware 3.51 All All All

Operating System Iij Seil/b1 Firmware 3.60 All All All

Operating System Iij Seil/b1 Firmware 3.70 All All All

Operating System Iij Seil/b1 Firmware 3.75 All All All

Operating System Iij Seil/b1 Firmware 3.90 All All All

Operating System Iij Seil/b1 Firmware 3.91 All All All

Operating System Iij Seil/b1 Firmware 4.00 All All All

Operating System Iij Seil/b1 Firmware 4.30 All All All

Operating System Iij Seil/b1 Firmware 4.31 All All All

Operating System Iij Seil/b1 Firmware 4.32 All All All

Operating System Iij Seil/b1 Firmware 4.34 All All All

Operating System Iij Seil/b1 Firmware 4.40 All All All

Operating System Iij Seil/b1 Firmware 4.41 All All All

Operating System Iij Seil/b1 Firmware 4.53 All All All

Operating System Iij Seil/b1 Firmware 4.60 All All All

Operating System Iij Seil/b1 Firmware 4.70 All All All

Operating System Iij Seil/b1 Firmware 3.51 All All All

Operating System Iij Seil/b1 Firmware 3.60 All All All

Operating System Iij Seil/b1 Firmware 3.70 All All All

Operating System Iij Seil/b1 Firmware 3.75 All All All

Operating System Iij Seil/b1 Firmware 3.90 All All All

Operating System Iij Seil/b1 Firmware 3.91 All All All

Operating System Iij Seil/b1 Firmware 4.00 All All All

Operating System Iij Seil/b1 Firmware 4.30 All All All

Operating System Iij Seil/b1 Firmware 4.31 All All All

Operating System Iij Seil/b1 Firmware 4.32 All All All

Operating System Iij Seil/b1 Firmware 4.34 All All All

Operating System Iij Seil/b1 Firmware 4.40 All All All

Operating System Iij Seil/b1 Firmware 4.41 All All All

Operating System Iij Seil/b1 Firmware 4.53 All All All

Operating System Iij Seil/b1 Firmware 4.60 All All All

Operating System Iij Seil/b1 Firmware 4.70 All All All

Hardware Iij Seil/x1 All All All All

Hardware Iij Seil/x1 All All All All

Operating System Iij Seil/x1 Firmware 3.51 All All All
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Operating System Iij Seil/x1 Firmware 3.51 All All All

Operating System Iij Seil/x1 Firmware 3.60 All All All

Operating System Iij Seil/x1 Firmware 3.70 All All All

Operating System Iij Seil/x1 Firmware 3.75 All All All

Operating System Iij Seil/x1 Firmware 3.90 All All All

Operating System Iij Seil/x1 Firmware 3.91 All All All

Operating System Iij Seil/x1 Firmware 4.00 All All All

Operating System Iij Seil/x1 Firmware 4.30 All All All

Operating System Iij Seil/x1 Firmware 4.31 All All All

Operating System Iij Seil/x1 Firmware 4.32 All All All

Operating System Iij Seil/x1 Firmware 4.34 All All All

Operating System Iij Seil/x1 Firmware 4.40 All All All

Operating System Iij Seil/x1 Firmware 4.41 All All All

Operating System Iij Seil/x1 Firmware 4.53 All All All

Operating System Iij Seil/x1 Firmware 4.60 All All All

Operating System Iij Seil/x1 Firmware 4.70 All All All

Operating System Iij Seil/x1 Firmware 3.51 All All All

Operating System Iij Seil/x1 Firmware 3.60 All All All

Operating System Iij Seil/x1 Firmware 3.70 All All All

Operating System Iij Seil/x1 Firmware 3.75 All All All

Operating System Iij Seil/x1 Firmware 3.90 All All All

Operating System Iij Seil/x1 Firmware 3.91 All All All

Operating System Iij Seil/x1 Firmware 4.00 All All All

Operating System Iij Seil/x1 Firmware 4.30 All All All

Operating System Iij Seil/x1 Firmware 4.31 All All All

Operating System Iij Seil/x1 Firmware 4.32 All All All

Operating System Iij Seil/x1 Firmware 4.34 All All All

Operating System Iij Seil/x1 Firmware 4.40 All All All

Operating System Iij Seil/x1 Firmware 4.41 All All All

Operating System Iij Seil/x1 Firmware 4.53 All All All

Operating System Iij Seil/x1 Firmware 4.60 All All All

Operating System Iij Seil/x1 Firmware 4.70 All All All

Hardware Iij Seil/x2 All All All All

Hardware Iij Seil/x2 All All All All

Operating System Iij Seil/x2 Firmware 3.51 All All All

Operating System Iij Seil/x2 Firmware 3.60 All All All
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Operating System Iij Seil/x2 Firmware 3.70 All All All

Operating System Iij Seil/x2 Firmware 3.75 All All All

Operating System Iij Seil/x2 Firmware 3.90 All All All

Operating System Iij Seil/x2 Firmware 3.91 All All All

Operating System Iij Seil/x2 Firmware 4.00 All All All

Operating System Iij Seil/x2 Firmware 4.30 All All All

Operating System Iij Seil/x2 Firmware 4.31 All All All

Operating System Iij Seil/x2 Firmware 4.32 All All All

Operating System Iij Seil/x2 Firmware 4.34 All All All

Operating System Iij Seil/x2 Firmware 4.40 All All All

Operating System Iij Seil/x2 Firmware 4.41 All All All

Operating System Iij Seil/x2 Firmware 4.53 All All All

Operating System Iij Seil/x2 Firmware 4.60 All All All

Operating System Iij Seil/x2 Firmware 4.70 All All All

Operating System Iij Seil/x2 Firmware 3.51 All All All

Operating System Iij Seil/x2 Firmware 3.60 All All All

Operating System Iij Seil/x2 Firmware 3.70 All All All

Operating System Iij Seil/x2 Firmware 3.75 All All All

Operating System Iij Seil/x2 Firmware 3.90 All All All

Operating System Iij Seil/x2 Firmware 3.91 All All All

Operating System Iij Seil/x2 Firmware 4.00 All All All

Operating System Iij Seil/x2 Firmware 4.30 All All All

Operating System Iij Seil/x2 Firmware 4.31 All All All

Operating System Iij Seil/x2 Firmware 4.32 All All All

Operating System Iij Seil/x2 Firmware 4.34 All All All

Operating System Iij Seil/x2 Firmware 4.40 All All All

Operating System Iij Seil/x2 Firmware 4.41 All All All

Operating System Iij Seil/x2 Firmware 4.53 All All All

Operating System Iij Seil/x2 Firmware 4.60 All All All

Operating System Iij Seil/x2 Firmware 4.70 All All All

Hardware Iij Seil X86 Fuji - All All All

Hardware Iij Seil X86 Fuji - All All All

Operating System Iij Seil X86 Fuji Firmware 1.70 All All All

Operating System Iij Seil X86 Fuji Firmware 1.71 All All All

Operating System Iij Seil X86 Fuji Firmware 1.72 All All All
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