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Summary

CVE CVE-2015-0932

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-05 01:59:00 UTC

Updated 2015-04-15 17:02:00 UTC

Description The ANTlabs InnGate firmware on IG 3100, IG 3101, InnGate 3.00 E, InnGate 3.01 E, InnGate 3.02 E, InnGate 3.10 E, InnGate 3.01 G, and InnGate 3.10 G devices does not require authentication for rsync sessions, which allows remote attackers to read or write to arbitrary files via TCP traffic on port 873.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Antlabs Inngate Ig 3.00 E All All All All

Hardware Antlabs Inngate Ig 3.00 E All All All All

Hardware Antlabs Inngate Ig 3.01 E All All All All

Hardware Antlabs Inngate Ig 3.01 E All All All All

Hardware Antlabs Inngate Ig 3.02 E All All All All

Hardware Antlabs Inngate Ig 3.02 E All All All All

Hardware Antlabs Inngate Ig 3.10 E All All All All

Hardware Antlabs Inngate Ig 3.10 E All All All All

Hardware Antlabs Inngate Ig 3.10 G All All All All

Hardware Antlabs Inngate Ig 3.10 G All All All All

Hardware Antlabs Inngate Ig 3100 All All All All

Hardware Antlabs Inngate Ig 3100 All All All All

Hardware Antlabs Inngate Ig 3101 All All All All

Hardware Antlabs Inngate Ig 3101 All All All All
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ANTlabs: Connectivity Made Easy CONFIRM www.antlabs.com

Vulnerability Note VU#930956 - Multiple ANTlabs InnGate models allow unauthenticated read/write to filesystem CERT-VN www.kb.cert.org

Big Vulnerability in Hotel Wi-Fi Router Puts Guests at Risk | WIRED MISC www.wired.com

Vulnerability: CVE-2015-0932 MISC blog.cylance.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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