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Summary

CVE CVE-2015-0962

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-25 22:59:00 UTC

Updated 2015-05-27 13:58:00 UTC

Description Barracuda Web Filter 7.x and 8.x before 8.1.0.005, when SSL Inspection is enabled, uses the same root Certification Authority certificate across different customers' installations, which makes it easier for remote attackers to conduct man-in-the-middle attacks against SSL sessions by leveraging the certificate's trust relationship.

Risk And Classification

Problem Types: CWE-18

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Barracuda Web Filter 7.0 All All All

Application Barracuda Web Filter 7.0.1 All All All

Application Barracuda Web Filter 7.1.0 All All All

Application Barracuda Web Filter 8.0 All All All

Application Barracuda Web Filter 8.0.002 All All All

Application Barracuda Web Filter 8.0.003 All All All

Application Barracuda Web Filter 7.0 All All All

Application Barracuda Web Filter 7.0.1 All All All

Application Barracuda Web Filter 7.1.0 All All All

Application Barracuda Web Filter 8.0 All All All

Application Barracuda Web Filter 8.0.002 All All All

Application Barracuda Web Filter 8.0.003 All All All

References

Reference Source Link Tags

Vulnerability Note VU#534407 - Barracuda Web Filter insecurely performs SSL inspection CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

Barracuda Web Filter - Barracuda Web Filter Update for SSL Inspection Certificate Handling CONFIRM techlib.barracuda.com Vendor Advisory
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Barracuda delivers updated SSL Inspection feature CONFIRM blog.barracuda.com Vendor Advisory

Barracuda Networks - Tech Alerts CONFIRM www.barracuda.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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