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Summary

CVE CVE-2015-1009

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-01 01:59:00 UTC

Updated 2015-08-04 17:44:00 UTC

Description Schneider Electric InduSoft Web Studio before 7.1.3.5 Patch 5 and Wonderware InTouch Machine Edition through 7.1 SP3 Patch 4 use cleartext for project-window password storage, which allows local users to obtain sensitive information by reading a file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Indusoft Web Studio All All All All

Application Wonderware Intouch All sp3 All All

References

Reference Source Link

download.schneider-electric.com/files CONFIRM download.schneider-electric.com

gcsresource.invensys.com/support/docs/_securitybulletins/Security_bulletin_LFSEC000001... MISC gcsresource.invensys.com

Schneider Electric InduSoft Web Studio and InTouch Machine Edition 2014 Password Storage Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590882 Schneider Electric InduSoft Web Studio and InTouch Machine Edition 2014 Password Storage Multiple Vulnerabilities (ICSA-15-
211-01)
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