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Summary

CVE CVE-2015-1015

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-06 01:59:00 UTC

Updated 2015-10-06 23:49:00 UTC

Description Omron CX-One CX-Programmer before 9.6, CJ2M PLC devices before 2.1, and CJ2H PLC devices before 1.5 use a reversible format for password storage in object files on Compact Flash cards, which makes it easier for local users to obtain sensitive information by reading a file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Omron Cj2h Plc 1.4 All All All

Hardware Omron Cj2h Plc 1.4 All All All

Hardware Omron Cj2m Plc 2.0 All All All

Hardware Omron Cj2m Plc 2.0 All All All

Application Omron Cx-programmer 9.5 All All All

Application Omron Cx-programmer 9.5 All All All

References

Reference Source Link Tags

Omron Multiple Product Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590467 Omron CJ2M,CJ2H Series PLC Multiple Vulnerabilities (ICSA-15-274-01)
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