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Summary

CVE CVE-2015-1027

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-29 01:34:00 UTC

Updated 2017-10-10 11:56:00 UTC

Description The version checking subroutine in percona-toolkit before 2.2.13 and xtrabackup before 2.2.9 was vulnerable to silent HTTP downgrade attacks and Man In The Middle attacks in which the server response could be modified to allow the attacker to respond with modified command payload and have the client return additional running configuration information leading to an information disclosure of running configuration of MySQL.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Percona Toolkit All All All All

Application Percona Xtrabackup All All All All

References

Reference Source Link Tags

Bug #1408375 “vulnerable to MITM attack which would allow exfilt...” : Bugs : Percona Toolkit CONFIRM bugs.launchpad.net Issue Tracking, Third Party Advisory

Percona Security Advisory CVE-2015-1027 CONFIRM www.percona.com Exploit, Mitigation, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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