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Summary

CVE CVE-2015-1028

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-21 15:28:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in D-Link DSL-2730B router (rev C1) with firmware GE_1.01 allow remote authenticated users to inject arbitrary web script or HTML via the (1) domainname parameter to dnsProxy.cmd (DNS Proxy Configuration Panel); the (2) brName parameter to lancfg2get.cgi (Lan Configuration Panel); the (3) wlAuthMode, (4) wl_wsc_reg, or (5) wl_wsc_mode parameter to wlsecrefresh.wl (Wireless Security Panel); or the (6) wlWpaPsk parameter to wlsecurity.wl (Wireless Password Viewer).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dsl-2730b c1 All All All

Hardware D-link Dsl-2730b c1 All All All

Operating System D-link Dsl-2730b Firmware ge_1.01 All All All

Operating System D-link Dsl-2730b Firmware ge_1.01 All All All

Hardware Dlink Dsl-2730b c1 All All All

Operating System Dlink Dsl-2730b Firmware ge_1.01 All All All

References

Reference Source Link Tags

D-Link DSL-2730B Modem - XSS Injection Stored Exploit Lancfg2get.cgi EXPLOIT-DB www.exploit-db.com Exploit

CVE-2015-1028 D-Link Modem DSL-2730B XSS Injection Stored | XLabs Security Blog MISC www.xlabs.com.br Exploit

D-Link DSL-2730B Modem - XSS Injection Stored Exploit DnsProxy.cmd EXPLOIT-DB www.exploit-db.com Exploit

D-Link DSL-2730B Modem - XSS Injection Stored Exploit Wlsecrefresh.wl & Wlsecurity.wl EXPLOIT-DB www.exploit-db.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2015-1028/mitre
https://cve.report/CVE-2015-1028/nist
https://cve.report/CVE-2015-1028/cve_org
https://cve.report/api/cve/CVE-2015-1028.json
https://cve.report/CVE-2015-1028.pdf
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2730b
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2730b
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2730b_firmware
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2730b_firmware
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2730b
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2730b_firmware
http://www.exploit-db.com/exploits/35751
http://www.xlabs.com.br/blog/?p=339
http://www.exploit-db.com/exploits/35750
http://www.exploit-db.com/exploits/35747
https://www.cve.org/CVERecord?id=CVE-2015-1028
https://nvd.nist.gov/vuln/detail/CVE-2015-1028


There are currently no legacy QID mappings associated with this CVE.
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