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Summary

CVE CVE-2015-1058

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-16 15:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in AdaptCMS 3.0.3 allow remote attackers to inject arbitrary web script or HTML via the (1) data[Category][title] parameter to admin/categories/add, (2) data[Field][title] parameter to admin/fields/ajax_fields/, (3) name property in a basicInfo JSON object to admin/tools/create_theme, (4) data[Link][link_title] parameter to admin/links/links/add, or (5) data[ForumTopic][subject] parameter to forums/off-topic/new.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Insanevisions Adaptcms 3.0.3 All All All

Application Insanevisions Adaptcms 3.0.3 All All All

References

Reference Source Link Tags

116719 OSVDB osvdb.org

116717 OSVDB osvdb.org

Zero Science Lab » AdaptCMS 3.0.3 Multiple Persistent XSS Vulnerabilities MISC www.zeroscience.mk Exploit

AdaptCMS 3.0.3 - Multiple Vulnerabilities EXPLOIT-DB www.exploit-db.com Exploit

116720 OSVDB osvdb.org

116718 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

AdaptCMS 3.0.3 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit

116716 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/api/cve/CVE-2015-1058.json
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http://www.zeroscience.mk/en/vulnerabilities/ZSL-2015-5218.php
http://www.exploit-db.com/exploits/35710
http://osvdb.org/show/osvdb/116720
http://osvdb.org/show/osvdb/116718
https://exchange.xforce.ibmcloud.com/vulnerabilities/99617
http://packetstormsecurity.com/files/129812/AdaptCMS-3.0.3-Cross-Site-Scripting.html
http://osvdb.org/show/osvdb/116716
https://www.cve.org/CVERecord?id=CVE-2015-1058
https://nvd.nist.gov/vuln/detail/CVE-2015-1058


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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