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Summary

CVE CVE-2015-1164

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-21 15:28:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Open redirect vulnerability in the serve-static plugin before 1.7.2 for Node.js, when mounted at the root, allows remote attackers to redirect users to arbitrary web sites and conduct phishing attacks via a // (slash slash) followed by a domain in the PATH_INFO to the default URI.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Serve-static Project Serve-static All All All All

References

Reference Source Link Tags

1181917 – (CVE-2015-1164) CVE-2015-1164 nodejs-serve-static: Open Redirect CONFIRM bugzilla.redhat.com

Node Security Project | serve-static Open Redirect CONFIRM nodesecurity.io

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Redirect to external website · Issue #26 · expressjs/serve-static · GitHub CONFIRM github.com

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980712 Nodejs (npm) Security Update for serve-static (GHSA-c3x7-gjmx-r2ff)
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