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Summary

CVE CVE-2015-1182

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-27 20:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The asn1_get_sequence_of function in library/asn1parse.c in PolarSSL 1.0 through 1.2.12 and 1.3.x through 1.3.9 does not properly initialize a pointer in the asn1_sequence linked list, which allows remote attackers to cause a denial of service (crash) or possibly execute arbitrary code via a crafted ASN.1 sequence in a certificate.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Application Polarssl Polarssl 1.0.0 All All All

Application Polarssl Polarssl 1.1.0 All All All

Application Polarssl Polarssl 1.1.0 rc0 All All

Application Polarssl Polarssl 1.1.0 rc1 All All

Application Polarssl Polarssl 1.1.1 All All All

Application Polarssl Polarssl 1.1.2 All All All

Application Polarssl Polarssl 1.1.3 All All All

Application Polarssl Polarssl 1.1.4 All All All

Application Polarssl Polarssl 1.1.5 All All All

Application Polarssl Polarssl 1.1.6 All All All

Application Polarssl Polarssl 1.1.7 All All All

Application Polarssl Polarssl 1.1.8 All All All

Application Polarssl Polarssl 1.2.0 All All All

Application Polarssl Polarssl 1.2.1 All All All

Application Polarssl Polarssl 1.2.10 All All All
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Application Polarssl Polarssl 1.2.10 All All All

Application Polarssl Polarssl 1.2.11 All All All

Application Polarssl Polarssl 1.2.12 All All All

Application Polarssl Polarssl 1.2.2 All All All

Application Polarssl Polarssl 1.2.3 All All All

Application Polarssl Polarssl 1.2.4 All All All

Application Polarssl Polarssl 1.2.5 All All All

Application Polarssl Polarssl 1.2.6 All All All

Application Polarssl Polarssl 1.2.7 All All All

Application Polarssl Polarssl 1.2.8 All All All

Application Polarssl Polarssl 1.2.9 All All All

Application Polarssl Polarssl 1.3.0 All All All

Application Polarssl Polarssl 1.3.0 alpha1 All All

Application Polarssl Polarssl 1.3.0 rc0 All All

Application Polarssl Polarssl 1.3.1 All All All

Application Polarssl Polarssl 1.3.2 All All All

Application Polarssl Polarssl 1.3.3 All All All

Application Polarssl Polarssl 1.3.4 All All All

Application Polarssl Polarssl 1.3.5 All All All

Application Polarssl Polarssl 1.3.6 All All All

Application Polarssl Polarssl 1.3.7 All All All

Application Polarssl Polarssl 1.3.8 All All All

Application Polarssl Polarssl 1.3.9 All All All

Application Polarssl Polarssl 1.0.0 All All All

Application Polarssl Polarssl 1.1.0 All All All

Application Polarssl Polarssl 1.1.0 rc0 All All

Application Polarssl Polarssl 1.1.0 rc1 All All

Application Polarssl Polarssl 1.1.1 All All All

Application Polarssl Polarssl 1.1.2 All All All

Application Polarssl Polarssl 1.1.3 All All All

Application Polarssl Polarssl 1.1.4 All All All

Application Polarssl Polarssl 1.1.5 All All All

Application Polarssl Polarssl 1.1.6 All All All

Application Polarssl Polarssl 1.1.7 All All All

Application Polarssl Polarssl 1.1.8 All All All

Application Polarssl Polarssl 1.2.0 All All All
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Application Polarssl Polarssl 1.2.1 All All All

Application Polarssl Polarssl 1.2.10 All All All

Application Polarssl Polarssl 1.2.11 All All All

Application Polarssl Polarssl 1.2.12 All All All

Application Polarssl Polarssl 1.2.2 All All All

Application Polarssl Polarssl 1.2.3 All All All

Application Polarssl Polarssl 1.2.4 All All All

Application Polarssl Polarssl 1.2.5 All All All

Application Polarssl Polarssl 1.2.6 All All All

Application Polarssl Polarssl 1.2.7 All All All

Application Polarssl Polarssl 1.2.8 All All All

Application Polarssl Polarssl 1.2.9 All All All

Application Polarssl Polarssl 1.3.0 All All All

Application Polarssl Polarssl 1.3.0 alpha1 All All

Application Polarssl Polarssl 1.3.0 rc0 All All

Application Polarssl Polarssl 1.3.1 All All All

Application Polarssl Polarssl 1.3.2 All All All

Application Polarssl Polarssl 1.3.3 All All All

Application Polarssl Polarssl 1.3.4 All All All

Application Polarssl Polarssl 1.3.5 All All All

Application Polarssl Polarssl 1.3.6 All All All

Application Polarssl Polarssl 1.3.7 All All All

Application Polarssl Polarssl 1.3.8 All All All

Application Polarssl Polarssl 1.3.9 All All All

References

Reference Source Link

[SECURITY] Fedora 21 Update: polarssl-1.3.9-3.fc21 FEDORA lists.fedoraproject.org

Security Advisory SA62610 - Debian update for polarssl - Secunia SECUNIA secunia.com

PolarSSL Security Advisory 2014-04 - Tech Updates - mbed TLS (Previously PolarSSL) CONFIRM polarssl.org

Security Advisory SA62270 - PolarSSL &quot;asn1_get_sequence_of()&quot; Memory Corruption Vulnerability - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-3136-1 polarssl DEBIAN www.debian.org

[SECURITY] Fedora 20 Update: polarssl-1.2.12-3.fc20 FEDORA lists.fedoraproject.org

openSUSE-SU-2015:0186-1: moderate: Security update for polarssl SUSE lists.opensuse.org

PolarSSL: Multiple vulnerabilities (GLSA 201801-15) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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