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CVE CVE-2015-1195
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-01-21 18:59:00 UTC
Updated 2019-02-04 18:52:00 UTC

Description The V2 APl in OpenStack Image Registry and Delivery Service (Glance) before 2014.1.4 and 2014.2.x before 2014.2.2 allo
‘ i

/ |

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Image Registry And Delivery Service Glance All All All All

Application Openstack Image Registry And Delivery Service Glance All All All All

Application Openstack Image Registry And Delivery Service Glance All All All All
References |

Reference

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2015-002.1] Glance v2 API unrestricted path -
OpenStack Glance 'glance-api server' Incomplete Fix Security Bypass Vulnerability

Security Advisory SA62169 - OpenStack Glance v2 APl Image Path &quot;filesystem://&quot; Scheme Handling Security Bypass Vulnerability
oss-security - Re: [OSSA 2015-002] Glance v2 API unrestricted path traversal through filesystem:// scheme

Bug #1408663 “[OSSA-2015-002] Glance still allows users to downl...” : Bugs : OpenStack Security Advisory

oss-security - [OSSA 2015-002] Glance v2 API unrestricted path traversal through filesystem:// scheme

Oracle Solaris Third Party Bulletin - April 2015

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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