
CVE-2015-1200
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-1200

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-23 15:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description Race condition in pxz 4.999.99 Beta 3 uses weak file permissions for the output file when compressing a file before changing the permission to match the original file, which allows local users to bypass the intended access restrictions.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pxz Project Pxz 4.999.99 beta3 All All

Application Pxz Project Pxz 4.999.99 beta3 All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: pxz-4.999.9-19.beta.20200421git.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

pxz Insecure File Permissions Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 30 Update: pxz-4.999.9-19.beta.20200421git.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: pxz-4.999.9-19.beta.20200421git.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

oss-sec: Re: CVE Request: pxz -- race condition in setting permissions MLIST seclists.org

[SECURITY] Fedora 32 Update: pxz-4.999.9-19.beta.20200421git.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 30 Update: pxz-4.999.9-19.beta.20200421git.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: pxz-4.999.9-19.beta.20200421git.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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