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CVE CVE-2015-1200
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-01-23 15:59:00 UTC
Updated 2023-11-07 02:24:00 UTC
Description Race condition in pxz 4.999.99 Beta 3 uses weak file permissions for the output file when compressing a file before changir

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Pxz Project Pxz 4.999.99 beta3 All
Application Pxz Project Pxz 4.999.99 beta3 All

Language

All

All

References

Reference

[SECURITY] Fedora 32 Update: pxz-4.999.9-19.beta.20200421git.fc32 - package-announce - Fedora Mailing-Lists
pxz Insecure File Permissions Vulnerability

[SECURITY] Fedora 30 Update: pxz-4.999.9-19.beta.202004214it.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: pxz-4.999.9-19.beta.20200421git.fc31 - package-announce - Fedora Mailing-Lists
oss-sec: Re: CVE Request: pxz -- race condition in setting permissions

[SECURITY] Fedora 32 Update: pxz-4.999.9-19.beta.20200421git.fc32 - package-announce - Fedora Mailing-Lists
IBM X-Force Exchange

[SECURITY] Fedora 30 Update: pxz-4.999.9-19.beta.20200421git.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: pxz-4.999.9-19.beta.20200421git.fc31 - package-announce - Fedora Mailing-Lists
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https://cve.report/
https://cve.report/CVE-2015-1200/mitre
https://cve.report/CVE-2015-1200/nist
https://cve.report/CVE-2015-1200/cve_org
https://cve.report/api/cve/CVE-2015-1200.json
https://cve.report/CVE-2015-1200.pdf
http://cve.report/vendor/pxz_project
http://cve.report/software/pxz_project/pxz
http://cve.report/vendor/pxz_project
http://cve.report/software/pxz_project/pxz
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/C3UCBCIN6M5EXFET4RGQTVSSL5S57XCH/
http://www.securityfocus.com/bid/72101
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XDCG7YJRDOR66V3WJDQPLMFSDULQDADC/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/IBKV7AT6O3FGQ735PFOGQ4Q5VODMSHE5/
http://seclists.org/oss-sec/2015/q1/177
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/C3UCBCIN6M5EXFET4RGQTVSSL5S57XCH/
https://exchange.xforce.ibmcloud.com/vulnerabilities/100207
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XDCG7YJRDOR66V3WJDQPLMFSDULQDADC/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IBKV7AT6O3FGQ735PFOGQ4Q5VODMSHE5/
https://www.cve.org/CVERecord?id=CVE-2015-1200
https://nvd.nist.gov/vuln/detail/CVE-2015-1200

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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