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Summary

CVE CVE-2015-1210

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-06 11:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The V8ThrowException::createDOMException function in bindings/core/v8/V8ThrowException.cpp in the V8 bindings in Blink, as used in Google Chrome before 40.0.2214.111 on Windows, OS X, and Linux and before 40.0.2214.109 on Android, does not properly consider frame access restrictions during the throwing of an exception, which allows remote attackers to bypass the Same Origin Policy via a crafted web site.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Operating System Apple Mac Os - All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All
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Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Eus 6.6 All All All

Operating System Redhat Enterprise Linux Eus 6.6 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

References

Reference Source

USN-2495-1: Oxide vulnerabilities | Ubuntu UBUNTU

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Bypass Same-Origin Restrictions - SecurityTracker SECTRACK

[blink] Revision 189365 CONFIRM

Security Advisory SA62818 - Google Chrome for Android Multiple Vulnerabilities - Secunia SECUNIA

Security Advisory SA62917 - Red Hat update for chromium-browser - Secunia SECUNIA

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities GENTOO

Chrome Releases: Stable Channel Update

Google Chrome Prior to 40.0.2214.109 Multiple Security Vulnerabilities

Security Advisory SA62925 - Ubuntu update for oxide-qt - Secunia SECUNIA

IBM X-Force Exchange

[security-announce] openSUSE-SU-2015:0441-1: important: Security update SUSE

Issue 453979 - chromium - Security: UXSS in V8 - An open-source project to help move the web forward. - Google Project Hosting

Security Advisory SA62670 - Google Chrome Multiple Vulnerabilities - Secunia

Red Hat Customer Portal

Chrome Releases: Chrome for Android Update CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://www.ubuntu.com/usn/USN-2495-1
http://www.securitytracker.com/id/1031709
https://src.chromium.org/viewvc/blink?revision=189365&view=revision
http://secunia.com/advisories/62818
http://secunia.com/advisories/62917
http://security.gentoo.org/glsa/glsa-201502-13.xml
http://googlechromereleases.blogspot.com/2015/02/stable-channel-update.html
http://www.securityfocus.com/bid/72497
http://secunia.com/advisories/62925
https://exchange.xforce.ibmcloud.com/vulnerabilities/100716
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00005.html
https://code.google.com/p/chromium/issues/detail?id=453979
http://secunia.com/advisories/62670
http://rhn.redhat.com/errata/RHSA-2015-0163.html
http://googlechromereleases.blogspot.com/2015/02/chrome-for-android-update.html
https://www.cve.org/CVERecord?id=CVE-2015-1210
https://nvd.nist.gov/vuln/detail/CVE-2015-1210


There are currently no legacy QID mappings associated with this CVE.
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