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Summary

CVE CVE-2015-1222

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-09 00:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description Multiple use-after-free vulnerabilities in the ServiceWorkerScriptCacheMap implementation in content/browser/service_worker/service_worker_script_cache_map.cc in Google Chrome before 41.0.2272.76 allow remote attackers to cause a denial of service or possibly have unspecified other impact via vectors that trigger a ServiceWorkerContextWrapper::DeleteAndStartOver call, related to the NotifyStartedCaching and NotifyFinishedCaching functions.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Google Chrome Prior to 41.0.2272.76 Multiple Security Vulnerabilities

Chrome Releases: Stable Channel Update

Gentoo Security

Issue 448082 - chromium - Heap-use-after-free in content::ServiceWorkerScriptCacheMap::NotifyFinishedCaching - An open-source project to help move the web forward. - Google Project Hosting

USN-2521-1: Oxide vulnerabilities | Ubuntu

Issue 798883005: Add a context_ null check needed in case of DeleteAndStartOver. - Code Review

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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