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Summary

CVE CVE-2015-1226

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-09 00:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The DebuggerFunction::InitAgentHost function in browser/extensions/api/debugger/debugger_api.cc in Google Chrome before 41.0.2272.76 does not properly restrict what URLs are available as debugger targets, which allows remote attackers to bypass intended access restrictions via a crafted extension.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Issue 456841 - chromium - Security: Extensions can silently debug (run code) in ANY tab and escape the sandbox - An open-source project to help move the web forward. - Google Project Hosting

Google Chrome Prior to 41.0.2272.76 Multiple Security Vulnerabilities

Chrome Releases: Stable Channel Update

Gentoo Security

Issue 910053002: Validate debuggee.targetId before use in chrome.debugger - Code Review

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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