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AVNACUAUNCPIPAP Certain versions of Ubuntu Linux from Canonical contain the following

vulnerability:

CVE-2015-1231 has been assigned by & security@google.com to track the vulnerability

Multiple unspecified vulnerabilities in Google Chrome before
41.0.2272.76 allow attackers to cause a denial of service or possibly
have other impact via unknown vectors.

CVSS2 Score: 7.5-HIGH
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CVE References

Description
438638 - chromium - An open-source project to help

move the web forward. - Monorail

451685 - chromium - An open-source project to help
move the web forward. - Monorail

452324 - chromium - An open-source project to help
move the web forward. - Monorail

383777 - chromium - An open-source project to help
move the web forward. - Monorail
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http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
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https://code.google.com/p/chromium/issues/detail?id=383777

move the web forward. - Monorail

Issue 460145 - chromium - Unsafe %GeneratorFuntion%
intrinsic cannot be denied - Monorail

453126 - chromium - An open-source project to help
move the web forward. - Monorail

Google Code Archive - Long-term storage for Google
Code Project Hosting.

Gentoo Security

449610 - chromium - An open-source project to help
move the web forward. - Monorail

448056 - chromium - An open-source project to help
move the web forward. - Monorail

429379 - chromium - An open-source project to help
move the web forward. - Monorail

Issue 438364 - chromium - Heap-use-after-free in
blink::VectorMath::vadd - An open-source project to help
move the web forward. - Google Project Hosting

Sign in - Google Accounts

437636 - chromium - An open-source project to help
move the web forward. - Monorail

459115 - chromium - An open-source project to help
move the web forward. - Monorail

Issue 406871 - chromium - ASSERTION FAILED: offset
+ length <= m_length, UNKNOWN in
blink::InlineTextBox::constructTextRun - An open-source
project to help move the web forward. - Google Project
Hosting

Issue 439877 - chromium - Security: HTML Imports
ignores Content-Type and Content-Disposition headers.
- An open-source project to help move the web forward.
- Google Project Hosting

450654 - chromium - An open-source project to help
move the web forward. - Monorail

451755 - chromium - An open-source project to help
move the web forward. - Monorail

421499 - chromium - An open-source project to help
move the web forward. - Monorail
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449049 - chromium - An open-source project to help 2y CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=449049
433078 - chromium - An open-source project to help %) CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=433078
Issue 445831 - chromium - UNKNOWN in @ CONFIRM
SA8_alpha_D32_nofilter_DX - An open-source project to code.google.com/p/chromium/issues/detail?
help move the web forward. - Google Project Hosting id=445831
Red Hat Customer Portal & REDHAT RHSA-2015:0627
453994 - chromium - An open-source project to help ) CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=453994
449045 - chromium - An open-source project to help 2y CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=449045
452455 - chromium - An open-source project to help @) CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=452455
USN-2521-1: Oxide vulnerabilities | Ubuntu ® UBUNTU USN-2521-1
[ www.ubuntu.com
Issue 429679 - chromium - Heap-use-after-free in {2 CONFIRM
BookmarkContextMenuController::lsCommandIdEnabled code.google.com/p/chromium/issues/detail?
- An open-source project to help move the web forward. id=429679
- Google Project Hosting
Issue 463349 - chromium - Tracking bug for internal 2y CONFIRM
fixes: Chrome M41, release 0 - An open-source project code.google.com/p/chromium/issues/detail?
to help move the web forward. - Google Project Hosting id=463349
442756 - chromium - An open-source project to help 7y CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=442756
Chrome Releases: Stable Channel Update & CONFIRM
googlechromereleases.blogspot.com/2015/03,
channel-update.html
449777 - chromium - An open-source project to help ) CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail ?
id=449777
404300 - chromium - An open-source project to help @) CONFIRM
move the web forward. - Monorail code.google.com/p/chromium/issues/detail?
id=404300

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 14.04 All All All
System
Operating Canonical Ubuntu Linux 14.10 All All All
System
Operating Canonical Ubuntu Linux 14.04 All All All
System
Operating Canonical Ubuntu Linux 14.10 All All All
System
Application Google Chrome All All All All
Operating Redhat Enterprise Linux Desktop Supplementary 6.0 All All All
System
Operating Redhat Enterprise Linux Desktop Supplementary 6.0 All All All
System
Operating Redhat Enterprise Linux Server 6.0 All All All
System
Operating Redhat Enterprise Linux Server 6.0 All All All
System
Operating Redhat Enterprise Linux Server Supplementary Eus 6.6.z All All All
System
Operating Redhat Enterprise Linux Server Supplementary Eus 6.6.z All All All
System
Operating Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
System
Operating Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
System
cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:
cpe:2.3:0:canonical:ubuntu_linux:14.10:*:* " "
cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:
cpe:2.3:0:canonical:ubuntu_linux:14.10:*:*****:*:
cpe:2.3:a:google:chrome:™: " **:*:
cpe:2.3:0:redhat:enterprise_linux_desktop_supplementary:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux_desktop_supplementary:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux_server:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux_server:6.0:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux_server_supplementary_eus:6.6.z:*:*:*:*:*:*:*:



http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_supplementary_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_supplementary_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation_supplementary

cpe:2.3:0:redhat:enterprise_linux_server_supplementary_eus:6.6.z:*:*:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux_workstation_supplementary:6.0:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux_workstation_supplementary:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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