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CVE-2015-1237
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AVNACUAUNCPIPAP Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

Use-after-free vulnerability in the
RenderFramelmpl::OnMessageReceived function in
content/renderer/render_frame_impl.cc in Google Chrome before
42.0.2311.90 allows remote attackers to cause a denial of service or
possibly have unspecified other impact via vectors that trigger renderer
IPC messages during a detach operation.

CVE-2015-1237 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Debian -- Security Information -- DSA-3238-1 (@ DEBIAN DSA-3238
chromium-browser

Google Chrome Multiple Bugs Let Remote (7) SECTRACK 1032209

Users Execute Arbitrary Code, Obtain

Potentially Sensitive Information, and Bypass

Same-Origin Restrictions - Security Tracker

openSUSE-SU-2015:0748-1: moderate: 9 SUSE openSUSE-SU-2015:0748
Security update for Chromium text/html

Red Hat Customer Portal & REDHAT RHSA-2015:0816


https://cve.report/
https://cve.report/CVE-2015-1237/mitre
https://cve.report/CVE-2015-1237/nist
https://cve.report/CVE-2015-1237/cve_org
https://cve.report/CVE-2015-1237.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2015/dsa-3238
http://www.securitytracker.com/id/1032209
http://lists.opensuse.org/opensuse-updates/2015-04/msg00040.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-0816.html

[
Inactive Link'| Not Archived

openSUSE-SU-2015:1887-1: moderate: 9 SUSE openSUSE-SU-2015:1887

Security update for chromium

Chrome Releases: Stable Channel Update & CONFIRM

e S e L eyl googlechromereleases.blogspot.com/2015/04/stable-

channel-update_14.html

USN-2570-1: Oxide vulnerabilities | Ubuntu [ ubuntu.com | ® UBUNTU USN-2570-1

Issue 1007123003: Clear & CONFIRM

RenderFramelmpl::frame_ pointer after deleting codereview.chromium.org/1007123003

it. - Code Review

Chromium: Multiple vulnerabilities (GLSA £ GENTOO GLSA-201506-04

201506-04) — Gentoo security

Issue 461191 - chromium - Security: () CONFIRM

UNKNOWN in code.google.com/p/chromium/issues/detail ?

RenderFramelmpl::OnMessageReceived - An id=461191

open-source project to help move the web
forward. - Google Project Hosting

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 14.04 All All All
System

Operating Canonical Ubuntu Linux 14.10 All All All
System

Operating Canonical Ubuntu Linux 15.04 All All All
System

Operating Canonical Ubuntu Linux 14.04 All All All
System

Operating Canonical Ubuntu Linux 14.10 All All All
System

Operating Canonical Ubuntu Linux 15.04 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Application Google Chrome All All All All

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:
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cpe:2.3:0:canonical:ubuntu_linux:14.10:*:*:****::

cpe:2.3:0:canonical:ubuntu_linux:15.04:*:*:**:**::

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:14.10:*:* " ™

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:™: " **:*:

No vendor comments have been submitted for this CVE
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