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Summary

CVE CVE-2015-1261

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-20 10:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description android/java/src/org/chromium/chrome/browser/WebsiteSettingsPopup.java in Google Chrome before 43.0.2357.65 on Android does not properly restrict use of a URL's fragment identifier during construction of a page-info popup, which allows remote attackers to spoof the URL bar or deliver misleading popup content via crafted text.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Google Chrome All All All All

References

Reference

Issue 1077483002: Truncate long URL fragments in Android page info popup - Code Review

Debian -- Security Information -- DSA-3267-1 chromium-browser

Chrome Releases: Stable Channel Update

openSUSE-SU-2015:1877-1: moderate: Security update for Chromium

Object not found!

Issue 1011383005: Percent-encode illegal characters in Android page info popup URL - Code Review

Issue 466351 - chromium - Security: On Android, it's possible to inject text and icons to the page info bubble using crafted URL fragments - An open-source project to help move the web forward. - Google Project Hosting

Issue 1056743002: Improve whitespace matching for encoding Android page info popup URLs. - Code Review

Google Chrome Prior to 43.0.2357.65 Multiple Security Vulnerabilities

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Bypass Same-Origin Restrictions, and Spoof URLs - SecurityTracker
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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