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Summary

CVE CVE-2015-1266

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-26 14:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description content/browser/webui/content_web_ui_controller_factory.cc in Google Chrome before 43.0.2357.130 does not properly consider the scheme in determining whether a URL is associated with a WebUI SiteInstance, which allows remote attackers to bypass intended access restrictions via a similar URL, as demonstrated by use of http://gpu when there is a WebUI class for handling chrome://gpu requests.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference Source Link

Malformed Request BID www.securityfocus.com

Google Chrome Bugs Let Remote Users Bypass Same-Origin Restrictions - SecurityTracker SECTRACK www.securitytracker.com

USN-2652-1: Oxide vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Debian -- Security Information -- DSA-3315-1 chromium-browser www.debian.org

Gentoo Security security.gentoo.org

464922 - chromium - An open-source project to help move the web forward. - Monorail code.google.com

Chrome Releases: Chrome Stable Update googlechromereleases.blogspot.com

openSUSE-SU-2015:1146-1: moderate: Security update for chromium lists.opensuse.org

Issue 1129123004: Don't treat http://gpu as a WebUI url - Code Review CONFIRM codereview.chromium.org

openSUSE-SU-2015:1872-1: moderate: Security update for chromium lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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