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CVE CVE-2015-1268
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-06-26 14:59:00 UTC
Updated 2023-11-07 02:24:00 UTC
Description bindings/scripts/v8_types.py in Blink, as used in Google Chrome before 43.0.2357.130, does not properly select a creation
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Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Google Chrome All All

Edition

All

Language

All

References

Reference

[blink] Revision 196373

Google Chrome Bugs Let Remote Users Bypass Same-Origin Restrictions - SecurityTracker
USN-2652-1: Oxide vulnerabilities | Ubuntu

Red Hat Customer Portal

Debian -- Security Information -- DSA-3315-1 chromium-browser

Gentoo Security

494640 - Security: Universal XSS using IDBKeyRange static methods - chromium - Monorail
Chrome Releases: Chrome Stable Update

openSUSE-SU-2015:1146-1: moderate: Security update for chromium

Google Chrome CVE-2015-1268 Cross-Origin Security Bypass Vulnerability
openSUSE-SU-2015:1872-1: moderate: Security update for chromium

CVE Program record

NVD vulnerability detail

Source

SECTRACK

UBUNTU

REDHAT

BID

CVE.ORG

NVD

Link

src.chromium.org
www.securitytracker.com
www.ubuntu.com
rhn.redhat.com
www.debian.org
security.gentoo.org
code.google.com
googlechromereleases.blogspo
lists.opensuse.org
www.securityfocus.com
lists.opensuse.org
Www.cve.org

nvd.nist.gov


https://cve.report/
https://cve.report/CVE-2015-1268/mitre
https://cve.report/CVE-2015-1268/nist
https://cve.report/CVE-2015-1268/cve_org
https://cve.report/api/cve/CVE-2015-1268.json
https://cve.report/CVE-2015-1268.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
https://src.chromium.org/viewvc/blink?revision=196373&view=revision
http://www.securitytracker.com/id/1032731
http://www.ubuntu.com/usn/USN-2652-1
http://rhn.redhat.com/errata/RHSA-2015-1188.html
http://www.debian.org/security/2015/dsa-3315
https://security.gentoo.org/glsa/201507-18
https://code.google.com/p/chromium/issues/detail?id=494640
http://googlechromereleases.blogspot.com/2015/06/chrome-stable-update.html
http://lists.opensuse.org/opensuse-updates/2015-06/msg00057.html
http://www.securityfocus.com/bid/75332
http://lists.opensuse.org/opensuse-updates/2015-11/msg00012.html
https://www.cve.org/CVERecord?id=CVE-2015-1268
https://nvd.nist.gov/vuln/detail/CVE-2015-1268
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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