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Summary

CVE CVE-2015-1268

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-06-26 14:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description bindings/scripts/v8_types.py in Blink, as used in Google Chrome before 43.0.2357.130, does not properly select a creation context for a return value's DOM wrapper, which allows remote attackers to bypass the Same Origin Policy via crafted JavaScript code, as demonstrated by use of a data: URL.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference Source Link

[blink] Revision 196373 src.chromium.org

Google Chrome Bugs Let Remote Users Bypass Same-Origin Restrictions - SecurityTracker SECTRACK www.securitytracker.com

USN-2652-1: Oxide vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Debian -- Security Information -- DSA-3315-1 chromium-browser www.debian.org

Gentoo Security security.gentoo.org

494640 - Security: Universal XSS using IDBKeyRange static methods - chromium - Monorail code.google.com

Chrome Releases: Chrome Stable Update googlechromereleases.blogspot.com

openSUSE-SU-2015:1146-1: moderate: Security update for chromium lists.opensuse.org

Google Chrome CVE-2015-1268 Cross-Origin Security Bypass Vulnerability BID www.securityfocus.com

openSUSE-SU-2015:1872-1: moderate: Security update for chromium lists.opensuse.org

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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