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Summary

CVE CVE-2015-1270

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-23 00:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The ucnv_io_getConverterName function in common/ucnv_io.cpp in International Components for Unicode (ICU), as used in Google Chrome before 44.0.2403.89, mishandles converter names with initial x- substrings, which allows remote attackers to cause a denial of service (read of uninitialized memory) or possibly have unspecified other impact via a crafted file.

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Google Chrome All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Redhat Enterprise Linux Desktop Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Desktop Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Server Supplementary Eus 6.7z All All All

Operating System Redhat Enterprise Linux Server Supplementary Eus 6.7z All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
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Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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