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AVUACMAUNCCILCAC Certain versions of Data Loss Prevention Endpoint from Mcafee
’ contain the following vulnerability:

McAfee Data Loss Prevention Endpoint (DLPe) before 9.3.400 allows
local users to write to arbitrary memory locations, and consequently
gain privileges, via a crafted (1) 0x00224014 or (2) 0x0022c018 IOCTL
call.

CVE-2015-1305 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Analysis Of An Interesting Windows Kernel Change | Exploit | ) MISC www.greyhathacker.net/?p=818
Mitigating Vulnerabilities In Some Security Products |
GreyHatHacker.NET
McAfee Data Loss Prevention Endpoint Privilege Escalation  [ETIETH [ MISC
~ Packet Storm packetstormsecurity.com/files/130177/McAfee-
Data-Loss-Prevention-Endpoint-Privilege-
Escalation.html
McAfee Data Loss Prevention Endpoint - Arbitrary Write En % EXPLOIT-DB 35953
Privilege Escalation
(D) OSVDB 117345
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https://cve.report/CVE-2015-1305.pdf
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http://cve.report/glossary/common-cve-tag-descriptions/
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http://packetstormsecurity.com/files/130177/McAfee-Data-Loss-Prevention-Endpoint-Privilege-Escalation.html
http://www.exploit-db.com/exploits/35953
http://www.osvdb.org/show/osvdb/117345

IBM X-Force Exchange € XF mcafee-dlp-cve20151305-priv-
esc(100602)

McAfee KnowledgeBase - McAfee Security Bulletin - DLPe 1 CONFIRM

update fixes a privilege escalation vulnerability on Windows kc.mcafee.com/corporate/index?

XP page=content&id=SB10097

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mcafee Data Loss Prevention Endpoint All All All All
Operating Microsoft Windows Xp All All All All

System

Operating Microsoft Windows Xp All All All All

System

No vendor comments have been submitted for this CVE
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