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PUBLIC

security@debian.org

CVE Program / NVD first with legacy fallback
2015-01-22 15:59:00 UTC

2015-11-19 17:00:00 UTC

The newsletter posting area in the web interface in Sympa 6.0.x before 6.0.10 and 6.1.x before 6.1.24 allows remote attack

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sympa Sympa 6.0.0 All All All
Sympa Sympa 6.0.1 All All All
Sympa Sympa 6.0.2 All All All
Sympa Sympa 6.0.3 All All All
Sympa Sympa 6.0.4 All All All
Sympa Sympa 6.0.5 All All All
Sympa Sympa 6.0.6 All All All
Sympa Sympa 6.0.7 All All All
Sympa Sympa 6.0.8 All All All
Sympa Sympa 6.0.9 All All All
Sympa Sympa 6.1.0 All All All
Sympa Sympa 6.1.1 All All All
Sympa Sympa 6.1.10 All All All
Sympa Sympa 6.1.11 All All All
Sympa Sympa 6.1.12 All All All
Sympa Sympa 6.1.13 All All Al
Sympa Sympa 6.1.14 All All All
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Application Sympa Sympa 6.1.16 All
Application Sympa Sympa 6.1.17 All
Application Sympa Sympa 6.1.18 All
Application Sympa Sympa 6.1.19 All
Application Sympa Sympa 6.1.2 All
Application Sympa Sympa 6.1.20 All
Application Sympa Sympa 6.1.21 All
Application Sympa Sympa 6.1.22 All
Application Sympa Sympa 6.1.23 All
Application Sympa Sympa 6.1.3 All
Application Sympa Sympa 6.1.4 All
Application Sympa Sympa 6.1.5 All
Application Sympa Sympa 6.1.6 All
Application Sympa Sympa 6.1.7 All
Application Sympa Sympa 6.1.8 All
Application Sympa Sympa 6.1.9 All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

Sympa CVE-2015-1306 File Disclosure Vulnerability

oss-security - Possible CVE request: sympa: vulnerability in the web interface
Security advisories [Sympa mailing list server]

Support / Security / Advisories / / MDVSA-2015:051 | Mandriva

Debian -- Security Information -- DSA-3134-1 sympa

Mageia Advisory: MGASA-2015-0085 - Updated sympa packages fix CVE-2015-1306
Security Advisory SA62442 - Debian update for sympa - Secunia

CVE Program record

NVD vulnerability detail

4]

Source

BID

MLIST

CONFIRM

MANDRIVA

Security Advisory SA62387 - Sympa Web Interface Newsletter Arbitrary File Disclosure Vulnerability - Secunia  SECUNIA

DEBIAN

CONFIRM

SECUNIA

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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www.security!
www.openwa
www.sympa.c
www.mandriv
secunia.com
www.debian.c
advisories.me
secunia.com
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nvd.nist.gov
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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