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CVE CVE-2015-1318
State PUBLISHED
Assigner canonical

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-04-17 17:59:01 UTC
Updated 2026-05-06 22:30:45 UTC
Description The crash reporting feature in Apport 2.13 through 2.17.x before 2.17.1 allows local users to gain privileges via a crafted us

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:L/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apport Project Apport 213 All All All


https://cve.report/
https://cve.report/CVE-2015-1318/mitre
https://cve.report/CVE-2015-1318/nist
https://cve.report/CVE-2015-1318/cve_org
https://cve.report/api/cve/CVE-2015-1318.json
https://cve.report/CVE-2015-1318.pdf
http://cve.report/vendor/apport_project
http://cve.report/software/apport_project/apport

Application Apport Project Apport 2.13.1 All All All
Application Apport Project Apport 2.13.2 All All All
Application Apport Project Apport 2.13.3 All All All
Application Apport Project Apport 2.14 All All All
Application Apport Project Apport 2.14.1 All All All
Application Apport Project Apport 2.14.2 All All All
Application Apport Project Apport 2.14.3 All All All
Application Apport Project Apport 2.14.4 All All All
Application Apport Project Apport 2.14.5 All All All
Application Apport Project Apport 2.14.6 All All All
Application Apport Project Apport 2.14.7 All All All
Application Apport Project Apport 2.15 All All All
Application Apport Project Apport 2.15.1 All All All
Application Apport Project Apport 2.16 All All All
Application Apport Project Apport 2.16.1 All All All
Application Apport Project Apport 2.16.2 All All All
Application Apport Project Apport 217 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Apport/ABRT - 'chroot' Local Privilege Escalation (Metasploit) - Linux local Exploit af854a3a-2127-422b-91ae-364da2661
seclists.org/fulldisclosure/2025/Jun/9 af854a3a-2127-422b-91ae-364da2661
Apport 2.14.1 (Ubuntu 14.04.2) - Local Privilege Escalation - Linux local Exploit af854a3a-2127-422b-91ae-364da2661
USN-2569-1: Apport vulnerability | Ubuntu af854a3a-2127-422b-91ae-364da2661
2.17.1 : Series trunk : Apport af854a3a-2127-422b-91ae-364da2661

Bug #1438758 “User to root privilege escalation (ab)using the cr...” : Bugs : apport package : Ubuntu  af854a3a-2127-422b-91ae-364da2661

www.osvdb.org/120803 af854a83a-2127-422b-91ae-364da2661
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/| |

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.exploit-db.com/exploits/43971/
http://seclists.org/fulldisclosure/2025/Jun/9
https://www.exploit-db.com/exploits/36782/
http://www.ubuntu.com/usn/USN-2569-1
https://launchpad.net/apport/trunk/2.17.1
https://bugs.launchpad.net/ubuntu/%252Bsource/apport/%252Bbug/1438758
http://www.osvdb.org/120803
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There are currently no legacy QID mappings associated with this CVE.
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