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CVE CVE-2015-1334
State PUBLIC
Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-08-12 14:59:00 UTC
Updated 2019-05-31 21:29:00 UTC
Description attach.c in LXC 1.1.2 and earlier uses the proc filesystem in a container, which allows local container users to escape AppA

1|

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Linuxcontainers Lxc All All

Edition Language

All All

References

Reference Source Link Tags
Debian -- Security Information -- DSA-3317-1 Ixc DEBIAN www.debian.org

404 Not Found MISC service.ait.ac.at

CVE-2015-1334: Don't use the container's /proc during attach - Ixc/Ixc@5c3fcae - GitHub  CONFIRM  github.com
openSUSE-SU-2015:1315-1: moderate: Security update for Ixc SUSE lists.opensuse.org
openSUSE-SU-2015:1317-1: moderate: Security update for Ixc SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2019:1481-1: important: Security update SUSE lists.opensuse.org

LXC '/Ixc/attach.c' Remote Code Execution Vulnerability BID www.securityfocus.com
USN-2675-1: LXC vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
‘ il

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2015-1334/mitre
https://cve.report/CVE-2015-1334/nist
https://cve.report/CVE-2015-1334/cve_org
https://cve.report/CVE-2015-1334.pdf
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://www.debian.org/security/2015/dsa-3317
https://service.ait.ac.at/security/2015/LxcSecurityAnalysis.html
https://github.com/lxc/lxc/commit/5c3fcae78b63ac9dd56e36075903921bd9461f9e
http://lists.opensuse.org/opensuse-updates/2015-07/msg00066.html
http://lists.opensuse.org/opensuse-updates/2015-07/msg00067.html
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00073.html
http://www.securityfocus.com/bid/75998
http://www.ubuntu.com/usn/USN-2675-1
https://www.cve.org/CVERecord?id=CVE-2015-1334
https://nvd.nist.gov/vuln/detail/CVE-2015-1334

There are currently no legacy QID mappings associated with this CVE.
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