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Ixc-start in Ixc before 1.0.8 and 1.1.x before 1.1.4 allows local container administrators to escape AppArmor confinement vic

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor

Canonical

Canonical

Canonical

Canonical

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Linuxcontainers

Product

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Version

14.04

15.04

14.04

15.04

1.1.0

1.1.1

1.1.2

1.1.3

1.1.0

Update

All

All

All

All

All

All

All

All

All

All

All

All

All

Edition

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Language

1|

References

Reference

Debian -- Security Information -- DSA-3400-1 Ixc

Source

DEBIAN

Link

www.debian.org

Tal


https://cve.report/
https://cve.report/CVE-2015-1335/mitre
https://cve.report/CVE-2015-1335/nist
https://cve.report/CVE-2015-1335/cve_org
https://cve.report/CVE-2015-1335.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
http://www.debian.org/security/2015/dsa-3400

openSUSE-SU-2015:1717-1: moderate: Security update for Ixc SUSE lists.opensuse.org
[SECURITY] Fedora 21 Update: Ixc-1.0.7-4.fc21 FEDORA lists.fedoraproject.org
[security-announce] openSUSE-SU-2019:1481-1: important: Security update SUSE lists.opensuse.org

Bug #1476662 “Ixc-start symlink vulnerabilities may allow guest ...” : Bugs : Ixc package : Ubuntu  CONFIRM bugs.launchpad.net

LXC CVE-2015-1335 Directory Traversal Vulnerability BID www.securityfocus.com
[SECURITY] Fedora 23 Update: Ixc-1.1.4-2.fc23 FEDORA lists.fedoraproject.org
oss-security - Security issue in LXC (CVE-2015-1335) MLIST www.openwall.com

Oracle Linux Bulletin - October 2015 CONFIRM  www.oracle.com

[Ixc-devel] LXC security issue - affects all supported releases MLIST lists.linuxcontainers.org Pa
USN-2753-1: LXC vulnerability | Ubuntu UBUNTU  www.ubuntu.com
CVE-2015-1335: Protect container mounts against symlinks - Ixc/Ixc@592fd47 - GitHub CONFIRM  github.com

[SECURITY] Fedora 22 Update: Ixc-1.1.4-2.fc22 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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