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CVE CVE-2015-1342
State PUBLIC
Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-07 20:59:00 UTC
Updated 2015-12-08 20:37:00 UTC
Description LXCFS before 0.12 does not properly enforce directory escapes, which might allow local users to gain privileges by (1) que

/ |
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Canonical Lxcfs All All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Reference Source Link Tags
USN-2813-1: LXCFS vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

Fix checking of parent directories - Ixc/Ixcfs@a8b6c3e - GitHub CONFIRM  github.com

Bug #1508481 “Ixcfs does not properly enforce directory escapes” : Bugs : Ixcfs package : Ubuntu  CONFIRM  bugs.launchpad.net  Explc
CVE Program record CVE.ORG www.cve.org canot

NVD vulnerability detail NVD nvd.nist.gov canot

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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