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CVE CVE-2015-1350
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-02 10:59:00 UTC
Updated 2021-07-15 19:16:00 UTC
Description The VFS subsystem in the Linux kernel 3.x provides an incomplete set of requirements for setattr operations that underspe:

/ ]
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Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Application Redhat Enterprise Mrg 2.0 All All All
Operating System Redhat Enterprise Mrg 2.0 All All All
Application Redhat Enterprise Mrg 2.0 All All All
Reference

Bug 1185139 — CVE-2015-1350 kernel: denial of service in notify_change for filesystem xattrs
#770492 - linux-image-3.16.0-4-686-pae: chown removes security.capability xattr on other users' files (CVE-2015-1350) - Debian Bug report I¢
'[RFC PATCH RESEND] vfs: Move security_inode_Kkillpriv() after permission checks' - MARC

oss-security - Re: CVE Request: Linux kernel - Denial of service in notify_change for xattrs.
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160190 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9969)
198323 Ubuntu Security Notification for Linux kernel vulnerabilities (USN-4904-1)

671064 EulerOS Security Update for kernel (EulerOS-SA-2019-2599)
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