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Use-after-free vulnerability in the _zend_shared_memdup function in zend_shared_alloc.c in the OPcache extension in PHI

| 1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Application

Application

Vendor Product Version Update Edition Language
Apple Mac Os X All All All All
Oracle Linux 6 All All All
Oracle Linux 7 All All All
Oracle Linux 6 All All All
Oracle Linux 7 All All All
Oracle Secure Backup All All All All
Oracle Solaris 11.2 All All All
Oracle Solaris 11.2 All All All
Php Php All All All Al
Php Php All All All All

References

Reference Source Link Tags
APPLE-SA-2015-09-30-3 OS X El Capitan 10.11 APPLE lists.apple.com Mailing List
Oracle Critical Patch Update - October 2016 CONFIRM www.oracle.com Patch, Venc
208.43.231.11 Git - php-src.git/commit git.php.net

Oracle Solaris Third Party Bulletin - July 2015 CONFIRM  www.oracle.com Third Party
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oss-security - Re: CVE Request: PHP

Support / Security / Advisories / / MDVSA-2015:079 | Mandriva
Oracle Linux Bulletin - January 2016

PHP: Multiple vulnerabilities (GLSA 201606-10) — Gentoo security
PHP '/ext/opcache/zend_shared_alloc.c' Use After Free Denial of Service Vulnerability
PHP :: Bug #68677 :: use-after-free

Red Hat Customer Portal

About the security content of OS X El Capitan v10.11 - Apple Support
208.43.231.11 Git - php-src.git/commit

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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