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Summary

CVE CVE-2015-1352

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-30 10:59:00 UTC

Updated 2023-11-07 02:24:00 UTC

Description The build_tablename function in pgsql.c in the PostgreSQL (aka pgsql) extension in PHP through 5.6.7 does not validate token extraction for table names, which allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via a crafted name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Application Php Php All All All All

Application Php Php All All All All

References

Reference Source Link

208.43.231.11 Git - php-src.git/commit CONFIRM git.php.net

'[security bulletin] HPSBUX03337 SSRT102066 rev.1 - HP-UX Apache Web Server Suite running Apache Web ' - MARC HP marc.info

APPLE-SA-2015-09-30-3 OS X El Capitan 10.11 APPLE lists.apple.com

208.43.231.11 Git - php-src.git/commit git.php.net

PHP :: Bug #68741 :: Null pointer dereference CONFIRM bugs.php.net

PHP '/ext/pgsql/pgsql.c' Null Pointer Deference Denial of Service Vulnerability BID www.securityfocus.com

Oracle Solaris Third Party Bulletin - July 2015 CONFIRM www.oracle.com

oss-security - Re: CVE Request: PHP MLIST openwall.com

Support / Security / Advisories / / MDVSA-2015:079 | Mandriva MANDRIVA www.mandriva.com

Oracle Linux Bulletin - January 2016 CONFIRM www.oracle.com

PHP: Multiple vulnerabilities (GLSA 201606-10) — Gentoo security GENTOO security.gentoo.org
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About the security content of OS X El Capitan v10.11 - Apple Support CONFIRM support.apple.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://support.apple.com/HT205267
http://rhn.redhat.com/errata/RHSA-2015-1053.html
https://www.cve.org/CVERecord?id=CVE-2015-1352
https://nvd.nist.gov/vuln/detail/CVE-2015-1352
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2015-1352
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


