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Summary

CVE CVE-2015-1366

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-27 20:04:00 UTC

Updated 2018-10-09 19:55:00 UTC

Description Cross-site scripting (XSS) vulnerability in pixabay-images.php in the Pixabay Images plugin before 2.4 for WordPress allows remote attackers to inject arbitrary web script or HTML via the image_user parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pixabay Images Project Pixabay Images All All All All

References

Reference Source Link

WordPress Pixarbay Images 2.3 XSS / Bypass / Upload / Traversal ≈ Packet Storm MISC packetstormsecurity.com

Full Disclosure: MSA-2015-01: Wordpress Plugin Pixabay Images Multiple Vulnerabilities FULLDISC seclists.org

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Mogwai, IT Sicherheitsberatung Münch - Vulnerability Assessments und Penetrationstests MISC www.mogwaisecurity.de

WordPress Pixarbay Images Plugin 2.3 - Multiple Vulnerabilities EXPLOIT-DB www.exploit-db.com

WordPress WassUp Plugin 'main.php' Cross Site Scripting Vulnerability BID www.securityfocus.com

oss-security - CVE request: MSA-2015-01: Wordpress Plugin Pixabay Images Multiple Vulnerabilities MLIST www.openwall.com

117144 OSVDB osvdb.org

403 Forbidden CONFIRM plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2015-1366/mitre
https://cve.report/CVE-2015-1366/nist
https://cve.report/CVE-2015-1366/cve_org
https://cve.report/api/cve/CVE-2015-1366.json
https://cve.report/CVE-2015-1366.pdf
http://cve.report/vendor/pixabay_images_project
http://cve.report/software/pixabay_images_project/pixabay_images
http://packetstormsecurity.com/files/130017/WordPress-Pixarbay-Images-2.3-XSS-Bypass-Upload-Traversal.html
http://seclists.org/fulldisclosure/2015/Jan/75
http://www.securityfocus.com/archive/1/534505/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/100039
https://www.mogwaisecurity.de/advisories/MSA-2015-01.txt
http://www.exploit-db.com/exploits/35846
http://www.securityfocus.com/bid/73931
http://www.openwall.com/lists/oss-security/2015/01/25/5
http://osvdb.org/show/osvdb/117144
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&new=1067992%2540pixabay-images%252Ftrunk%252Fpixabay-images.php&old=926633%2540pixabay-images%252Ftrunk%252Fpixabay-images.php
https://www.cve.org/CVERecord?id=CVE-2015-1366
https://nvd.nist.gov/vuln/detail/CVE-2015-1366


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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