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AVNAGLAUNGIPIAP Certain versions of Sequelize from Sequelize Project contain the
’ following vulnerability:

SQL injection vulnerability in Sequelize before 2.0.0-rc7 for Node.js
allows remote attackers to execute arbitrary SQL commands via the
order parameter.

CVE-2015-1369 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
oss-security - CVE requests for nodejs marked ¢ > MLIST [oss-security] 20150122 CVE requests for
VBScript Content Injection and sequelize SQL Injection nodejs marked VBScript Content Injection and
in Order sequelize SQL Injection in Order
Node Security Project | sequelize SQL Injection in | Exploit | S CONFIRM nodesecurity.io/advisories/sequelize-
Order sql-injection-order
Not Archived
Add order keywords whitelist by fixe - Pull Request | Exploit | ) CONFIRM
#2919 - sequelize/sequelize - GitHub github.com/sequelize/sequelize/pull/2919
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Related QID Numbers

980781 Nodejs (npm) Security Update for sequelize (GHSA-xqg8-cv3h-xppv)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Sequelize Project Sequelize All All All All

cpe:2.3:a:sequelize_project:sequelize:™:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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