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CVE CVE-2015-1395
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-25 18:29:00 UTC
Updated 2017-08-30 01:13:00 UTC
Description Directory traversal vulnerability in GNU patch versions which support Git-style patching before 2.7.3 allows remote attacker

/ |
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 21 All All All

Application Gnu Patch All All All All

Reference Source Link Tags
oss-security - Re: CVE Request: patch: directory traversal via file rename MLIST www.openwall.com Mailin
USN-2651-1: GNU patch vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com Patch
#775873 - patch: CVE-2015-1395: directory traversal via file rename - Debian Bug report logs  MISC bugs.debian.org Issue
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[SECURITY] Fedora 20 Update: patch-2.7.5-1.fc20

patch.git - GNU patch

[SECURITY] Fedora 21 Update: patch-2.7.3-1.fc21

GNU patch CVE-2015-1395 Local Directory Traversal Vulnerability

1184490 — (CVE-2015-1395) CVE-2015-1395 patch: directory traversal via file rename
GNU patch - Bugs: bug #44059, directory traversal via file rename [Savannah]
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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