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Summary

CVE CVE-2015-1414

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-27 15:59:00 UTC

Updated 2019-05-30 14:57:00 UTC

Description Integer overflow in FreeBSD before 8.4 p24, 9.x before 9.3 p10. 10.0 before p18, and 10.1 before p6 allows remote attackers to cause a denial of service (crash) via a crafted IGMP packet, which triggers an incorrect size calculation and allocation of insufficient memory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 10.1 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.3 All All All

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 10.1 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.3 All All All

Application Netgate Pfsense 2.2.1 All All All
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Application Netgate Pfsense 2.2.1 All All All

Application Netgate Pfsense 2.2.1 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-3175-1 kfreebsd-9 DEBIAN www.debian.org

FreeBSD-SA-15:04 FREEBSD www.freebsd.org

FreeBSD CVE-2015-1414 Remote Denial of Service Vulnerability BID www.securityfocus.com

FreeBSD IGMP Integer Overflow Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

McAfee KnowledgeBase - McAfee Security Bulletin - Firewall Enterprise update fixes CVE-2015-1414 vulnerability CONFIRM kc.mcafee.com

www.pfsense.org/security/advisories/pfSense-SA-15_02.igmp.asc CONFIRM www.pfsense.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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