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Summary

CVE CVE-2015-1418

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-05 16:29:00 UTC

Updated 2018-04-07 01:29:00 UTC

Description The do_ed_script function in pch.c in GNU patch through 2.7.6, and patch in FreeBSD 10.1 before 10.1-RELEASE-p17, 10.2 before 10.2-BETA2-p3, 10.2-RC1 before 10.2-RC1-p2, and 0.2-RC2 before 10.2-RC2-p1, allows remote attackers to execute arbitrary commands via a crafted patch file, because a '!' character can be passed to the ed program.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 10.1 All All All

Operating System Freebsd Freebsd 10.2 All All All

Operating System Freebsd Freebsd 10.1 All All All

Operating System Freebsd Freebsd 10.2 All All All

References

Reference Source Link

FreeBSD patch(1) Lets Remote Users Execute Arbitrary Commands on the Target System - SecurityTracker SECTRACK www.securitytracker.com

FreeBSD-SA-15:18 FREEBSD www.freebsd.org

ftp.openbsd.org/pub/OpenBSD/patches/5.7/common/013_patch.patch.sig MISC ftp.openbsd.org

#894667 - beep: CVE-2018-0492 - Debian Bug report logs MISC bugs.debian.org

patch runs ed, and ed can run anything MISC rachelbythebay.com

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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