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Summary

CVE CVE-2015-1438

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 18:29:00 UTC

Updated 2017-07-31 17:43:00 UTC

Description Heap-based buffer overflow in Panda Security Kernel Memory Access Driver 1.0.0.13 allows attackers to execute arbitrary code with kernel privileges via a crafted size input for allocated kernel paged pool and allocated non-paged pool buffers.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Panda Security Panda Antivirus Pro 2015 1.0.0.13 All All All

Application Panda Security Panda Antivirus Pro 2015 1.0.0.13 All All All

Application Panda Security Panda Global Protection 2015 1.0.0.13 All All All

Application Panda Security Panda Global Protection 2015 1.0.0.13 All All All

Application Panda Security Panda Gold Protection 2015 1.0.0.13 All All All

Application Panda Security Panda Gold Protection 2015 1.0.0.13 All All All

Application Panda Security Panda Internet Security 2015 1.0.0.13 All All All

Application Panda Security Panda Internet Security 2015 1.0.0.13 All All All

References

Reference Source Link

Full Disclosure: CVE-2015-1438 – Panda Security Multiple Products Arbitrary Code Execution FULLDISC seclists.org

Multiple Panda Security Products 'PSKMAD.sys' Heap Buffer Overflow Vulnerability BID www.securityfocus.com

CVE-2015-1438 | Code Execution Multiple Panda Security Products MISC www.portcullis-security.com

Full Disclosure: CVE-2015-1438 - Arbitrary Code Execution [PSKMAD.sys] In Panda Security - Multiple Products FULLDISC seclists.org

Panda Security 1.0.0.13 Arbitrary Code Execution ≈ Packet Storm MISC packetstormsecurity.com

tools.cisco.com/security/center/viewAlert.x MISC tools.cisco.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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