
CVE-2015-1452
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-1452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-02 16:59:00 UTC

Updated 2015-02-19 18:59:00 UTC

Description The Control and Provisioning of Wireless Access Points (CAPWAP) daemon in Fortinet FortiOS 5.0 Patch 7 build 4457 allows remote attackers to cause a denial of service (locked CAPWAP Access Controller) via a large number of ClientHello DTLS messages.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fortinet Fortios 5.0.7 All All All

Operating System Fortinet Fortios 5.0.7 All All All

References

Reference Source Link

Fortinet FortiOS Multiple Security Vulnerabilities BID www.securityfocus.com

Risks in POS Systems: The Importance of a Security Assessment MISC www.security-assessment.com

Full Disclosure: Fortinet FortiOS Multiple Vulnerabilities FULLDISC seclists.org

FortiGuard.com | FortiOS CAPWAP server two vulnerabilities CONFIRM www.fortiguard.com

Security Advisory SA61661 - Fortinet FortiOS (FortiGate) Script Insertion and Denial of Service Vulnerabilities - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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