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CVE-2015-1462

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPIPAP Certain versions of Clamav from Clamav contain the following
vulnerability:

ClamAV before 0.98.6 allows remote attackers to have unspecified
impact via a crafted upx packer file, related to a "heap out of bounds
condition."

CVE-2015-1462 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

ClamAV® blog: ClamAV 0.98.6 has been released! @ CONFIRM blog.clamav.net/2015/01/clamav-0986-
has-been-released.html

[security-announce] SUSE-SU-2015:0298-1: important: 9 SUSE SUSE-SU-2015:0298

Security update for

Security Advisory SA62536 - ClamAV Multiple Y{ SECUNIA 62536

Vulnerabilities - Secunia

[SECURITY] Fedora 21 Update: clamav-0.98.6-1.fc21 ¥ FEDORA FEDORA-2015-1461

[security-announce] openSUSE-SU-2015:0285-1: 9 SUSE openSUSE-SU-2015:0285

important: Security update

[SECURITY] Fedora 20 Update: clamav-0.98.6-1.fc20 fes) FEDORA FEDORA-2015-1437
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http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00020.html
https://web.archive.org/web/2015/http://secunia.com/advisories/62536
http://lists.fedoraproject.org/pipermail/package-announce/2015-January/148958.html
http://lists.opensuse.org/opensuse-security-announce/2015-02/msg00014.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-January/148950.html

text/html

Clam AntiVirus Heap Overflows Have Unspecified Impact - ) SECTRACK 1031672

Security Tracker
ClamAV: Multiple vulnerabilities (GLSA 201512-08) — B3 GENTOO GLSA-201512-08
Gentoo Security

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Clamav Clamav All All All All
Operating Fedoraproject Fedora 20 All All All

System

Operating Fedoraproject Fedora 21 All All All

System

Operating Fedoraproject Fedora 20 All All All

System

Operating Fedoraproject Fedora 21 All All All

System

No vendor comments have been submitted for this CVE
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